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—. Overview

The overview page of this device is mainly focused on data unification. Device information, terminals, and overall network-related
functions are all displayed on this page. Most of the corresponding data statistics sections support clicking to jump to the data

detail page
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1.1 Quick Function Bar

Current device login information: When the mouse hovers over the "M" (or "S" for slave devices) or "i" sub-label at the top of the
page, the current device name, model, software version, serial number, current gateway address and other information are

displayed.
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Function search: For users who are using this system for the first time and are not sure where the function is located in the menu,
this function can be used. Enter the function keyword in the search function, such as "PPPoE " and the system will automatically
display all related "PPPoE " functions in the current system. Click to enter the corresponding page.
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Global config: Configure the whole network information (similar to the configuration wizard, but different from the wizard). The
system will automatically discover all devices in the intranet of this main device (including APs, firewalls, switches, etc. These
devices need to support this system, otherwise they will not be discovered). It also supports viewing the topology. If a new device

is connected to this intranet and is not displayed in the device list (including the topology), you can click "Rediscover" to update
the new device online.
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Click "Start configuration" to enter, and click "Complete configuration" after configuring as needed. Among them, the device
password is the login password for all devices in the entire network. No need to enter an account when logging in to this system.

Complete configuration

Health: Click Health to jump to the page for testing the health of the current network environment. The test conditions are set by
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Confirm to start equipment sell-test

Reboot: Click to confirm restarting the device, and the device will be rebooted.
Sign out: Click it to exit the system management page and return to the login page

+

Forget the password?

1.2 Statistics

Displays the basic information of the currently logged-in device, including serial number, management IP address, MAC address
and firmware version
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Detail: Click the "Detail" button to jump to the device system state page, which displays other information about the currently
logged-in device.
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Health Index: The current device network health index. The higher the index, the healthier the device. If you click the "testing"

button, the page will jump to the automatic detection page. The result provides detailed descriptions of the detection items;
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Count the number of wired users and wireless users in the current intranet, and wireless 2.4G users and 5.8G users are counted
separately in the pie chart
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Click the "Detail" button to jump to the "Monitoring" , Online users will be displayed in the detailed statistics page of the online
user list;
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DHCP allocation statistics: Displays the current remaining and maximum number of DHCP that can be allocated . In the details,
you can view the DHCP usage of different LAN ports. Click the "Refresh" button and the DHCP allocation statistics will be updated.
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number of main devices and real-time external network uplink and downlink, the number of wireless AP and online users. Click
the "Refrech” hutton to uindate the alobal network <tatiic <tatictice
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DPI protocol: Statistic the usage percentage of DPI protocol by terminal users. DPI protocols are displayed by category and level.
Different color represent different protocols. When the mouse points to the corresponding protocol, the traffic usage of the
protocol will be displayed. If you click the color on the right side of the protocol, the corresponding protocol will not be displayed
in the pie chart. If you need to restore the display, click the color card again.

The pie chart only shows the traffic usage of the first-level menu of the protocol. Each first-level protocol also contains second-
level and even third-level protocols. If you click on common protocols, it also includes https, terminal types, common office, etc.
(protocols that the terminal is using). To return to the previous menu, please click the protocol name of "DPI Protocol".
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Real time traffic: This mode automatically refreshes all current external network traffic usage data, and the line chart below will
also be updated in real time according to the actual situation. You can select WAN/optical / 4G 5G network as needed.
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Select time period and WAN port as needed to query the traffic usage of the corresponding WAN port in the historical time

period.
E=  SMBWI-Fi > Smart Router and AP Management System M 0 Giobalconfig @ Heaith ()Reboot [ Sign out
| & Currently logged in device (MR200) & Health pamze: Online user information Det DHCP allocation statistics.
Wontoring ; ¢
A | 229a 231
2 Interface !YJ\
i
& Router
Global status ( online / total )
DHCP (Connected) 4 111 3
* wroess
(2] 3 )
@ Cloua DPI protocol ota Real time traffic
= Sysem Start time (2025-03-19 13:29)
O Up b o P
Select a time period as required to view the number of online users.
T —— G ¢ oo Qe OResoot Csignou
o Currently logged in device (MR200) ® Health brze Online user information - DHCP allocation statistics Retre
e 2460 =
Montorig " ssd
2 229= 231
& Intertace [l o) vaca S 2
:
& Router
Global status ( online / total )
Asn
DHCP (Connected) 1 171 3
> weess
: £ . 2
swich
@ cow DPI protocol Real time traffic Hstorical flow H
—
= srwm Start time. 13:29)
-
=
-
-
i
— . .
—. Monitoring
I.
2.1 Online users
Shows the online users status.
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Selection
Supports conditional filtering and searching for users by name, IP address and MAC address. User information that meets the

filtering conditions is displayed in the "User list".

User list
Displays all online users or users who meet the filtering conditions. In the list, you can intuitively see the network conditions



The operation bar also includes: viewing flow chart, connection, authentication-free, ARP binding (unique by default), ping

detection, access control and other quick functions.
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Click the value of "Link Count" in the user list to view the network access protocol used for users.
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The user connection list supports returning to the host list, deleting all connections, and refreshing connections manually or
automatically at a specified time.
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2.2 WEB users

Displays users who are using web authentication
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Filtering

Supports conditional filtering and searching for users by user name, IP address, MAC address and VLAN ID. User information that
meets the filtering conditions is displayed in the "user list".
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Display all users who have successfully passed the WEB authentication or users who meet the screening conditions. You can
intuitively see the network occupied by each terminal, basic information of the terminal, Internet access status, etc. The operation
item supports disconnecting the terminal. If you click "Batch Disconnect”, "All Disconnected" for the billing user or "Disconnect”
for the terminal in the list, the authenticated terminal will exit the authentication.
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2.3 PPPoOE users

Displays users are using PPPoE authentication.

Filtering
Supports conditional filtering and searching for users by user name, IP address, MAC address and VLAN ID. User that meets the
filtering conditions is displayed in the "User list".
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User list

Shows all users who have successfully connected via PPPOE dial-up or users who meet the screening condition. You can intuitively
see the network occupied by each terminal, basic terminal information, Internet access status, etc. The operation item supports
disconnecting the terminal. WEB authentication users include users who have passed billing authentication. If you click " All
Disconnected" for a billing user or "Disconnect” for a terminal in the list, the authentication terminal will exit authentication.



2.4 DHCP users

Displays information about all users who automatically obtain IP addresses through DHCP.
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Filtering
Supports conditional filtering and searching for users by host name, IP address, and MAC address. User information that meets
the filtering conditions is displayed in the "Client list".
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Client list
Displays all users who have successfully connected via DHCP or user information that meets the screening condition. The
operation item supports binding DHCP users to "add to static address".

Tips

Are you sure to bind as static IP address

Cancel

The results can be viewed in  “ARP list" .
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3.1 WAN settings

Set the WAN port parameters, select the network line type of the device, etc. Please be sure to configure the WAN port according

to your needs, otherwise it will affect the normal use of the network.

3.1.1 WAN settings

EARFRHILWRIEREERFIRE WAN O£E, A9 WAN DARHSERERSEAETHN, IREEREFESHN WAN OHERE
WAN extend” XBEEEFEETTZE. BE WAN OHEMNSAFRHZEN WAN OHETN, FEHNREERERS WAN O, 55K
- WAN 121, In this menu, can select the number of WAN ports of the device as needed. The number of WAN ports here is
displayed according to the device hardware. If WAN ports will be configured, please move to the "WAN extend" menu to view
the configuration method. The maximum number of WAN ports is affected by the number of authorized WAN ports. Therefore, if

want to configure more WAN ports, please obtain WAN extension authorization first.
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Filter the WAN port information that meets the conditions by group name or line name. The WAN port information that meets

the filtering conditions will be displayed in the "WAN list";
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Set the interface as the WAN/LAN port type. You can convert unused WAN ports into LAN ports. The maximum number of WANs

allowed to be set does not exceed the default number of WANs.
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As shown in the figure above, the device used in this example is MR200, which has 5 RJ45 ports, WAN1 is a WAN port by default,
and the remaining 4 are LAN ports. If 2 WAN ports are required, click here to select "Dual line" configuration and submit. The 2

rightmost RJ45 ports on the device hardware are WAN ports, and the remaining 3 ports are LAN ports.

Batch configuration: Check the WAN ports in the list to batch configure the WAN port parameters.

Batch configuration
Group name
Netwaorking type
Bandwidth selting
0
ADSL 100M 200M 300M

S00M  1000M

Optical fiber  50M  T00M 200M 500M 1000M
MTU 1500

ISP

ime based conirol



WANT1,1111,1111,
WAN2,2222,2222,
WAN3,3333,3333,

After filling in, click "OK" and "Save Configuration”.

3 by English commas

Give an example WAN1 user] password?,
WAN2 user? password?,

WAN?1,1234,12345
WAN2,4321,54321

Faneel

Config: can configure a WAN port separately.

WAN1 Config
Group name
Line name
Networking type

Bandwidth setting " 0

ADSL 100M 200M 300M 500M 1000M

Optical fiber 50M 100M 200M 500M 1000M

Line detecton (@D

Advanced seting

Network type: Determined by the upper-layer device. If the external network connection type is not clear, please connect the
external network directly to the computer to see whether the computer can automatically obtain Internet access, or needs to dial
up to the Internet, or needs to configure a static IP to access the Internet, to determine the external network type.

1. Disable: Indicates that the connection status of the port is disabled. The WAN portcannot connect to the Internet in the disable
state

2. PPPoE: Indicates that the network type is using dial-up mode.Should fill in the operator or available bandwidth account and
password, save and submit to connect. The broadband setting is generally set to 0 by default, indicating that the external network traffic is
not restricted;



WAN1 Config

Group niame

Line name

Networking type

* Broadband account

* Broadband password

Bandwidth setting
w0

ADSL 100M 200M 300M S500M 1000M
Optical fiber 50M  100M 200M 500M 1000M

O Line detecton (@D

Advanced setiing

Cancel

3. DHCP: The WAN port automatically obtains the external IP address to connect to the Internet. The IP address
automatically assigned by the upper-layer device is used as the network IP of this device. When the upper-layer device is restarted
or the IP segment is re-divided, this device will automatically obtain a new IP address.

WAN1 Config
Group name

Line name

Networking type | DHCP

* © Bandwidth setting

i O

ADSL 100M 200M 300M 500M 1000M
Optical fiber 50M  100M 200M 500M 1000M
Line detection (@D

Advanced seting

4. Static IP: The WAN port uses a static IP address. Regardless of whether the network segment of the upper device changes or is
restarted, the WAN port of this device uses the configured static IP and will not change automatically. Among them, IP address, subnet
mask, gateway address, and DNS server are required items. If you don’ t know the DNS server address, you can fill in the gateway address.
If there are multiple DNS server addresses, click "+" to add them. Regarding bandwidth setting, the upstream and downstream bandwidth
values are 0 in default, mean no limitation; If you are not sure about the conversion of the bandwidth value, you can use the reference value
below to automatically fill in. If the bandwidth is not within the reference value range, please manually set the export bandwidth value;

WAN1 Config
Group name

Line name

Networking type  Static IP
‘IPaddress | 192169126159

* Subnel mask 255 255 2550

* Default gateway = 1921681261

"DNSsever 113113113 114

Bandwidth sefting

ADSL  100M 200M 300M S00M 1000M
Optical fiber  S0M  100M 200M 500M 1000M
Line detection (@D

Advanced sefting

S n

5. LAN: Port mirroring is only used. For detailed operations, please refer to the "Port Mirroring" function description;
6. Transparent bridging: Add a routing device to the network as a management device without changing the existing network



Bandwidth setting: A reference value for setting the WAN export bandwidth. Can set it by referring to the values in the list. After
selecting any reference value, the bandwidth setting value will be automatically filled in.
Line detection: used to enable the router to detect in real time whether the line network status is normal.
Advanced settings: Advanced parameter settings for external network configuration.
Working mode: Generally, the default gateway mode is used, and the interface performs NAT address translation; some special
environments may use the routing mode (such as all intranet machines use public IP)
MTU: The maximum transmission unit of the data packet; The default parameters of DHCP and static IP range is 576-1500 ;
PPPoE range is 576-1492;
DNS server: DHCP does not need to be set and will automatically obtain the upper layer. It must be filled in for static IP mode
MAC address: Random or cloned MAC address according to network conditions. Generally, the default MAC address does not
need to be adjusted;
DNS resolution priority: For multiple WAN ports, the value of this value determines the export priority of DNS resolution.
ISP: The operator of the WAN line, such as Netcom or Telecom. If "Not set” is selected, the line needs to be used in conjunction
with the policy routing function. In a single WAN port access environment, no need to set the operator;
Balanced: whether to participate in load balancing. If enabled, it will participate in the load according to the load balancing mode;
if disabled, it will not participate in the default load.

Time base control: configure the corresponding WAN port to have interval redial, timed redial, timed disconnection and close
options;

Abnormal IP detection: Check for abnormal IP headers, such as '10,172,192.168". After detecting abnormal IP, the current line will

be redialed.

3.1.2 WAN extend

To use the WAN expansion function, you need to determine the number of WAN ports supported by the current authorization.
The effect of the expanded WAN port here is the same as the WAN port on the hardware.

= SMBWI-Fi > Smart Router and AP Management System M — { Globalconfig @ Health (')Reboot [ Sign out

. Overview Sl

Monitoring
WAN extend
8 Interface
& Router
Auth
| Extended list '
7 Wireless
Maximum number of supported configurations
Switch
£3 Cloud
= System n

3.1.2.1 Extended settings
It is used to connect VLAN switches, expand WAN ports to meet the simultaneous access of multiple lines

— () Global config @ Health (') Reboot [ Sign out

= SMB Wi-Fi > Smart Router and AP Management System M

b Ovnnview WAN settings
Monitoring
o WAN extend
& Interface
| Extended settings
ﬁ:ﬁ Router | Wan e on enable Q |
Auth
| Extended list

7T Wireless

Maximum number of supported configurations
= Switch

3 Cloud

= System .

Extended settinas



Please enable WAN extension firstly if you need to expand WAN; When the switch is turned off, the WAN extension function is
disabled. If WAN extension rules have been configured, the rules will become invalid when the function is disabled;

Native interface partake: Whether to enable the native interface to participate in the extension. The native interface here refers to
the physical native port on the hardware device. This function can be enabled when the upper-layer device has a VLAN or the
network at this layer needs to be isolated. After enabling the native interface to participate in the extension, the WAN port will be
labeled with a tag and cannot be used as a regular WAN port. The network cable of this WAN port can be connected to the trunk
port (public port) of the switch.

WAN list

Display the corresponding interface information such as the native interface, extended interface, and VLAN ID after the WAN
extension is successful
Add
Description: Customize the description content to distinguish it from other rules
Native interface: which WAN port is used for expansion. If it is connected to WAN 1, select WAN1 here; if it is connected to WAN
4, select WAN4 here (this port is used to connect to the uplink port on the switch)

Extension count: the number of WAN ports that need to be extended. The extended WAN ports are on the switch ports under
this router. In other words, fill in the number of WAN ports that need to be extended on the switch (the sum of this extension
number plus the actual WAN number of the device should be less than or equal to the number of interfaces allowed by the
authorization). Generally, a 24-port switch can theoretically extend up to 22 WAN ports (one port is used as a uplink port, and the
other port is used to make up for the extended WAN port). The correct way to fill in the extension quantity here should be: the
maximum number allowed by the authorization minus the actual number of WANSs (for example: a 24WAN authorization minus
the number of authorizations occupied by 4 default physical ports, then fill in the maximum here 20, if the default interface has a
4/5G interface, the number of WANSs that can be extended must be -1);

The VLan ID here comes from the VLan ID corresponding to the WAN set on the switch, ranging from 1-4080. Configure the VLAN

ID of the switch before WAN expansion.

After making the above changes and submitting the configuration, the device will automatically restart, and the function will take
effect after the restart.

* Describe

* Native Interface

* Extensions count

VLAN ID

Cancel

3.1.2.2 Extension Example
Assume that we have configured independent VLAN IDs for the switch ports,
Switch port 1 is VLAN ID 10 Access port;
Switch port 2 is VLAN ID 11 Access port;
Switch port 3 is VLAN ID 12 Access port;

Switch port 10 is VLAN ID 19 Access port
The following figure shows the configuration of the router using WAN2 port as the native interface and expanding 10 WAN
ports:



Add

* Describe WANI R

“ Native interface ~ WAN1

* Extensions count

VLAN ID

Cancel

And turn on WAN extension to enable, save the configuration and the network will automatically restart. After the normal restart,
after the extension is successful, all WAN port information will be displayed in "Interface" - "WAN Settings". The effect is as
follows:

SMB Wi-Fi > Smart Router and AP Management Reboot

WAN settings e
h Overview You can sel WAN interface fhmugh fhis page
1 >
@ Monioring | Screen
| Interface switching
& Interface
Singie ine _ Three fines. Four lines.
s ® ® ® [@
LANI  LANZ AN waN2 WANT
@ Auth
| Wan st Balch configusaii & Impon broadband account
= Wireless
Maximum number of supported configurations 120
& Switch Index Group name Line name Interface VLAN ID: Native interface Networking type Broadband account. IF address. MAC address Bandwidth (up / down) ISP. Oh Operation
1 - - WANT ] WANT oHCP - - BC1F B4 B8 1830 OKB | 0KB Notset - Config
3 Cloud
2 vz Close 0B/ KB Notsel - Conig
= System 3 - - WNANZ " WANT DHCP - BCIFB4 B8 1831 OKB / OKB Notset - Config
. - Wania 12 wan once . BCIFGLBBIBE OKB/OKB Notsel - Contg
5 WANS 13 WANT DHCP B8C IFH4 881833 OKB / OKB Config
g = x wang 1 a1 oHCP < 285182FSD60 OKBIOKB Nolsel - Conig
7 - - WANT L] WANT DHCP ] 8288 18 2F 5D 6E OKB / 0KB Notset - Config
8 WANS 16 WANT nHCP 82B8 18.2F 5D 6F OKB / OKB Not set Config
% = wans " wan oHCP . Q2BLIBIFEDT0  OKB/OKB Notset - Contg
10 WAN1D 18 WANT DHCP. B2ZBE1B2FSDTT  DKB/OKB Notsel - Config

Configure WAN parameters in Config.

Group name

Line name

Networking type

Bandwidth setting
o

ADSL 100M 200M 300M 500M 1000M

Optical fiber  50M 100M 200M 500M 1000M

Line detecton (@D

Advanced setting

N - |

Note that the number of WAN extensions can only be less than or equal to the maximum number of WAN ports allowed by the
license. The physical WAN port will occupy one WAN port authorization number.



3.1.3 MultDial

MultDial is mainly used in environments where there is only one ISP access line but multiple dial-up accounts are allocated, or

where one line is allowed to perform multiple dial-ups and the bandwidth can be superimposed.

3.1.3.1 MultDial settings

=  SMBWiFi > SmartRouter and AP Management System M _ 0 Global config @ Health ())Reboot [ Sign out

h Overview

@ Monitornng

B Interface

& Router

& Auth | Muti dial list + Add

Masimum number of supported configuratons 1024
2 Wireless

index Describe Native interface Extensions count Operation

E Switch

Total 0 10/page Gota 1

Cancel modification

MultiDial settings
Turn on or off the switch of the one-line multi-dial function. Whether it is turned on or off, the system will automatically restart
after submission;

Describe
Native interface

* Extensions count

Cancel

Add

Describe: Customize description content to facilitate differentiation among many rules;

Native interface: Select the WAN port on which will be added for multidial;

Extension count: How many lines will be used for multidial.

The virtual port created by multidial does not affect the use of the original interface, but if you want to dial successfully, you must
ensure that the network of the selected original interface is unobstructed and the dial-up account and password provided by the
upper-layer device are correct. After the rule configuration is completed, the multidial port is generally set to "dynamic IP" by
default, and you need to manually enter the broadband account and password to achieve the effect of multidial.

3.1.3.2 Multi-dial example

* Describe
Native interface

Extensions count

b n

Turn on "Multi-Dial enable”, save the configuration and the network will automatically restart. After the normal restart, all WAN
port information will be displayed in "Interface " - "WAN Settings" after the expansion is successful. The effect is as follows:



= SMBWI-FI > Smart Router and AP Management System (M (i Giobai cong @ Heaitn Reboot

sy Ve WAN setings

& Menttoring

Q@ Vs

8 Interface
| screen

& Router | Intertace switehing

@ Auth Singie inz m Thieatnes  Fourines
— B = = = @

LANT LANZ. LAND  VEANZ  WAND

@ swien | wan fist Baten conéguraio . impont broadband account
= MaXMUM nUmDer Of SUPPOried CoNTigUrations 120
£ Cioud
Index G Linenemes  lntefaces  VLANIDS  Native kiterface Natworking type=  Brosdband account MAC address Bandwidth [up | down) ISPz DS Operation
= system
w1 - DHEP BCIFE4BLIEN OMBIOKE Notset - Cantg
192168 126.1
2 w2 clozo SCIFE4BEIRIT OKEIOKB Mot ot Contg
3 wans DHCP C1FB4BE 1B R 0K § KD ot sat Contig
1 WA wANz DHCE SCIFE4BEIEI  OKEJOKE Netset Canfg
5 - - WS - watz DHEP - - ZBOIGIFSOOD  OKBJOKE Notzet - Config
6 - E ware 5 WKz OHCE e B2BEISIFSOEE 0K/ OKE Notset Gontig
war - wanz owee - - 2801825 506¢ owe 4 0wy

Total 7 Wipage Goto 1

Cancel modfication

The configuration on the operation item can configure the parameters of a certain WAN port separately.

WAN3 Config
Group name
Line name:
Networking type
Bandwidih setiing
Down 0

ADSL 100M 200M 300M 500M 1000M
Optical fioer S0M 1008 2006 500M 1000M

Lne cetecton (@D

Advanced ceting

Note that the number of multi-dial lines can only be less than or equal to the maximum number of WAN ports allowed by the
authorization. The physical WAN port will occupy one WAN port authorization number.

3.1.4 WAN group

This function can add different groups to facilitate group management of WAN ports.

= SMBWIFI > Smart Router and AP Management System M balcontig @ Healtn (DReboot [ Sign out

. Overview

WAN settings AN sefth vE setty X et

VAN

2 Montoring

8 intertace

led configurations 128

fndex Group news rresponding WAN port Oparation

T Wireless

[Z

= system

Add: input the group name

Go back to the WAN settings and select the desired grouping for different WAN ports:



WAN3 Config

Group name | test123

Line name
Networking type

Banawidtn setling

ADSL 100M 200M 300M S500M 1000M
Optical fiber  50M 1000 200M S00M  7000M
Lne setection (@D

Avancea seiag

N > |

At the same time, batch modification is supported:

Batch configuration
Group nas
Networking type

Bandwidth sefting

ADSL

Opticai iver

ime based control

3.2 LAN setting

3.2.1 LAN setting

Click LAN setting, add/import/export VLAN ID, and the page will display the maximum number of VLAN ports supported by the
main device

SMB Wi-Fi > Smart Router and AP Management . Global config

o1 Oven/iew /AN 5 LAN settings Policy routing P Port setting
@ Monitoring
0 ®
@ Interface
| LANTist 2 Import VLAN + Export VLAN + Add VLAN
& Router Maximum number of supported configurations 67
© index Interface VLAN ID IP address Subnet mask Remark DHCP service=  Allocated IP Address lease term = Operation
Auth
1 LAN1 192168121 & 255256 2550 Opened 231 0 days, 010000 Config
2 Wireless 2 LN . Bind to LAN1 - - - 2 % Config
3 LAN3 Bind to LAN1 Config
E switeh
Total 3 - 10/page Goto 1
3 Cloud Gancel modification
= System

LAN list



LAN1 Config

@.
Port set
* IP address 192.168.12 1
" Subnetmask 2552552550
IPrange 192.168.12.1-192.168.12.254
Remark
*MAC address  8C'TF:64 BB 18:2F Default Random

Multi subnet segment

Config: Configure the parameters of the LAN port, set the LAN port IP address, subnet mask, MAC address, multi subnet
segment, DHCP and other parameters.
1. Port set

IP address: configure the IP address of the LAN port

Subnet mask: Set an appropriate mask value based on the access users. The default subnet mask used by the router is
255.255.255.0, which can be changed as needed;

Remark: Give a brief description of the LAN port for easy identification

MAC address: modify the MAC address according to the network conditions of the intranet. Generally, the default MAC address
does not need to be adjusted;

Multi subnet segment: Enable or disable multiple subnets as needed, add or modify the parameters of multiple subnets as needed.
Its function is basically the same as the router intranet address, and is usually used as the gateway address of the corresponding subnet.
This address should not be set to the same subnet as other LAN port addresses, otherwise the submission will fail.

Add
*IPaddress 192168131
* Subnet mask 2552552550

IPrange 192.168.13.1- 192.168.13.254

Cancel 0Ok

2. DHCP setting
DHCP service: Turn on the DHCP server, the terminal under the LAN port will obtain an IP address normally. Turned off

the DHCP server, it will not be able to obtain an IP address.

Start address: The start address of the IP automatically assigned by the DHCP server. The range of the starting address is within the
network segment calculated by the IP address and subnet mask;

End address: The end address of the IP automatically assigned by the DHCP server. The end address range is within the network
segment calculated by the IP address and subnet mask.

Address lease time (seconds) : The validity period of the automatically assigned IP. After this period, the devices in the LAN will
re-acquire the IP.

DHCP gateway: The default gateway address assigned by the DHCP server. This address is automatically changed according to the
above “Starting Address” . For example, if the starting address is filled in as 192.168.10.100, the DHCP gateway address here is
automatically updated to 192.168.10.1

Subnet mask: The default is usually 255.255.255.0. Change the mask range as needed.;

Advanced setting:

Preferred DNS server: Fill in the DNS server. The preferred server will be used as the first DNS server

Alternate DNS server: Fill in the alternate DNS server. When the preferred server cannot be used normally, the alternate server will continue to
work

Custom Option: Select and configure Option as needed. When any LAN port configuration or modification is submitted, the device will
automatically restart to save and read the latest configuration data.
Format: ID+length+content; multiple options can be filled in



2B060104C0A801012C060104C0A80101 means there are 2 options, 2B and 2C
2B060104C0A80101 means there is only one option, 2B

LAN1 Config

®

DHCP set

oHcp service @D

* Startaddress 192 168 1210
*Endaddress 192 16812240

* Address lease term (second) -
* DHCP gateway = 192168121
* Subnetmask 2552552550
IPrange 182.168.12.1- 192.168.12.254

Advanced setting

Previous step - nish

Add VLAN: The LAN supports multiple VLANs. VLAN is related to the uplink configuration. Please pay attention to the
configuration.
1. Port set
VLAN needs to select the corresponding LAN port
VLAN ID is unique and required
The IP address cannot be the same as other addresses in the LAN and must be unique.

®

Port set
* LAN port selection
VLAN ID
*IPaddress 192168101

* Subnet mask 2552552550
IPrange 192.168.10.1 - 192.168.10.254
Remark

*MAC address 00 EC F1736C20 Defaut Randor

Ne:

2. DHCP configuration: After enabling and setting, the VLAN will provide DHCP delivery service for the corresponding
network segment.

Add VLAN

®

DHCP set
DHCP service (D)
* Start address | 192 168 10 100
“End address | 192 16810200
* Address lease term (second)
* DHCP gateway | 192.168.10.1
" Subnet mask | 258255 255 0
IPrange 192.168.10.1- 182.168.10.254
Advanced setiing
Preferred DNS Server | 102.168.10.1

Alternate DNS server

Custom option

Display effect after adding successfully



SMB WI-Fi > Smart Router and AP Management System M lobal config Reboot [ Sign out

. Ovenview

settings LAN setiings

@ Monitoring

LAN setting o
You can set the LAN interface through (his page

Interface
| LAN list 2 Import VLAN & Export VLAN + Add VLAN
&) Router Maximum number of supported configurations 67
@ Index Inisrface VLAN D IP address Subnet mask Remark DHCP service  Allocated IP Address lease term > Operation
Auth
1 LANT 192168121 & 2552552550 Opened 231 0 days, 01.00:00 Config
7T Wireless 2 LANZ . Bind to LAN1 Canfig
3 LAN3 . Bind to LAN1 - Canfig
55 Switch
4 LANT 0 192168101 & 255 255 2550 Opened 101 0days, 01.00.00 Canfig
f3 Cloud Total 4 - 10/page Gotlo 1
Cancel modification §
= System

Export VLAN: Export the VLAN configuration that already exists in the rule separately. You can use it to import the VLAN
parameters to the device that matches the parameters.

* Flle (json)

Import VLAN: The exported VLAN configuration parameters can be imported again for use.
LAN port (IP address) modification: You can directly modify the IP address of the LAN port in the "IP address" item of the LAN list.
After modification, click "OK" and "Save Configuration". After saving, the device will automatically restart.

it Overview

WAN settings LAN settings Policy routing Pertsefings  Mode switch
@ Monitoring
LAN setting o
You can set the LAN inferface through this page
Interface
| LAN list LAN1Revise 2 Import VLAN + Export VIAN + Add VLAN
*IPaddress 182 168 13.1
= Router Maximum number of supparted configurath
Cancel
Index Interface VLAN 1D Remark DHCP service Allocated IP Address lease term Operation
@ Auth
1 LANY 192.188.12 1 266,255 265 0 Opened 231 0 dtays, 01:00:00 Canfig
T Wireless 2 LANZ - Bind to LAN1 Canfig
3 LAN3 - Bind to LAN1 = = = = = Canfig
& switch
4 LANT 10 102168101 & 266.266.255.0 Opened 101 0 days, 01.00:00 Config
B Cioud Total 4 - 10ipage Goto 1
Cancel modifcation
= System

3.2.2 DNS proxy

Used to speed up DNS resolution and increase the speed of accessing web pages.



Smart Router and AP Management System M {} Globalconfig @ Health (')Reboot [ Sign out

s Overview LAN settings

@ Monitoring

@ oo
| DNS proxy

& Router DNS proxy switch D

& Inerface

J Auth

)

Wireless
| Screen

i Swaay | DNS cache & Refrest @ Clew

3 Cloud

H

System

Not configured Not configured 0 days, 00 00 24 0 days, 00-10:0¢

task browser.360.cn

Not configured

DNS Proxy

DNS proxy switch: When turned on, it can speed up DNS resolution and increase the speed of accessing web pages. After
turning it on, the "Advanced Settings" rules will also be displayed.

Screen

By searching the DNS cache records for the remote IP address or domain name.

Search: Start filtering the current input conditions;

Clear: After clearing, the filter conditions filled in will be cleared;

SMB WI-Fi > Smart Router and AP Management System M

{ Globalconfig @ Health (')Reboot [ Sign out

i Overview

LAN settings
) Monitoring
0 DNS proxy

& Interface

| DNS proxy
& Router DN proxy switch (@D
) Auth
7 Wireless

| Screen
E Switch e ® Clear
f3 Cloud | DNS cache
= System

DNS cache list

Display the current DNS cache list

Refresh: Refresh the DNS cache list. When there is a new cache, the list will be automatically updated after refreshing;

Clear (list): Clearing here means clearing the DNS cache list records. After clearing the records, they cannot be restored. New DNS

cache records will only appear when a web page is accessed.

SMB Wi-Fi 5 Smart Router and AP Management System M _ { Globalconfig @ Health (')Reboot [ Sign out
s Oyeeview LAN setiings
Maritoring
0 oy

8 Interface

| DNs proxy
& Router DNS proxy swiich (D)

Advarded seting

© Auth
T Wireless

| Screen
& Switch | DNS cache @ Clear
F3 Cioud

= System

ys, 00.00-21 0




3.3 Policy routing
3.3.1 Policy routing

Can specify that data is sent from the corresponding WAN port. Generally, when a certain protocol is required in the network
environment, or when users use a dedicated line or a specified WAN port, policy routing rules should be filled

= SMBWiFi ) SmartRouter and AP Management System M _ {) Global config @ Health (')Reboot [ Sign out

ita Overview

WAN settings LAN settings Policy routing PVG settings Port aggregation Port s lode itC
® Monitoring Policy rauting
o Policy routing
You can specily thal data is sent from ! Load balancing
B Interface E X
| Policy routing list Address range + Add 2 Impart & Export ‘ 2
& Router Maximum number of supported config "¢ Status
Log
@ A Index State Describe Managed IP Managed time Application protocol Custom IP protocol Line switching> Log Operation
ut
T Wireless
Total 0 n 1ipage Goto 1
B switch
3 Cloud
= system

Policy routing list

sae @D

* Order = 30000
* Describe
Managed IP Al addresses View IP group

Managed time Al periods View fime group

Application protocol

Custom IP protocal
WAN port select

Auto line switching (D)

Log

Add
State: The rule state is disabled or enabled. When the state is disabled, the created rule will not take effect;
Order: refers to the priority of rule execution. The higher the value entered, the higher the execution priority. If the order of
different rules is the same, the rules will be triggered and take effect at the same time; if the same rules are created and the order
is same, the device will randomly execute one of them; if the same rules are created and the order is different, the device will
execute the rule with the higher order value;
Description: Write a note for this rule to clarify the role of this rule;
Managed IP: The rules are effective for those IP addresses or IP segment terminals. The policy rules will take effect on the IP
address (segment) filled in, including:

" All addresses" refers to all terminals in this network.

"Custom"” can fill in a certain IP address or a certain range of IP addresses.

"Address Group" can quickly locate the "Managed IP" function through "View IP Group", and then add the intranet IP grouping and choose to
use it.

Managed time: The effective time of the policy routing rule. The rule is effective only within the set time. The rule is invalid
outside the set time.
"All periods" refers to all periods.
"Custom"” allows you to customize the time period.



sae @D
*Order - 30000

* Describe

I ManagedrF“ All addresses View IP group

Managed time

e — View time group

Application protocol Custom

Custom IP protocol Address group

WAN port select

Auto line switching @D

Log

View time periods: Can quickly locate "view time group" and set time period templates;

sute @D

* Order 30000
* Describe
Managed P All addresses View IP group

T View bme roup

Application protocol

All periods

Custom IP protocol Custom

WAN port select

Auto line switching (@D

Log

Application protocol: specifies the rule protocol, usually used in conjunction with WAN port selection;

sate @D

* Order
* Describe
Managed IP  All addresses View IP group

Managed time  All periads View time grodp

I Application pmlomil |

Custom IP protocol

HTTP protocol
Network game
WAN port select Intemet TV
P2P downioad

Auto line switching Common protocols

Log Instant messaging
Online music
Stock Exchange
Intemet phone
Traffic agent
Database

Custom IP protocol: When the application protocol option does not contain the protocol that needs to be set or there is a special
remote address, fill in the corresponding address and port interface here. This function is used in the same way as "Application
protocol”



Custom |P protocol

Remote address range selection

No choice

Remote address rangefIP based]

(Can be empty)

Protocol

TeR

Intemal pot 0 +

(Can be empty)

External port [

Domain based

"Remote address range selection" selects the access object through the enabled address library. The commonly used China Telecom, China
Mobile and China Unicom are already available by default, and their address ranges support custom addition;

"Remote address range [IP based on]" is used to enter the IP address that needs to be accessed.

"Protocol” selects the access object based on the type and port number, and "Domain Based " selects the access object based on the
template of domain name grouping. You can customize the groups and domain name members in the DNS group.

Custom IP protocol

Remote address range selection

No choice

Remote address range[IP based]

Add

(Can be empty)
Protocol

TcP

TCPHIUDP (Can be empty)

IcMP

Domain based

Global config

& Overview System state Flow contr Beha P D
@ Monitori
= o Rue DNSgroup DN:
PNP se
Rule
Interface o “"‘ ) ’ . ettir w ‘

Default DNS exit group

tings

© Auth | Rule list + Add
Maximum number of supported configurations 1024
7 Wireless
Index State Describe Order DNS group DNS exit group Operation
& switch
3 Cloud
= System

WAN port selection: Select the WAN port for the rule to take effect. You can select one or more at the same time. The number of
WAN ports selected is related to the number of WAN ports currently set;

Automatically switch lines: When a certain WAN port in the above rules is unavailable or has other faults, whether to allow the
rules to use other lines;

Loa: Enable or disable the logaing of routina rules. Generally, vou can choose to enable it for easy troubleshooting.



Import: Import policy routing rules. The import file has format requirements. It is recommended to export a policy routing file
before using the import function, add or modify rules in the file according to the format, and then save and import.

Export: supports exporting policy routing rules, which can be used for rule backup;

Batch delete: When there are multiple rules that are not needed, you can select the rules and delete them in batches;
Modification: Re-edit this rule;

Delete: Delete the selected rules individually.

= SMBWIFi > Smart Router and AP Management System M — £ Globalconfig @ Health (')Reboot [ Sign out
i Ovenview Policy routing
5 Monitoring
o Policy routing
B Interface
| Policy routing list + Add * Import Expart
&) Router Maximum number of supported configurations 1
@ Auth
= @ n s «© :
T Wireless &€ = Al All addresses [ @) =
) = B ok Al ac [ @) Revis
& swich
Tot [ page 1
F Cloud
= System
3.3.2 Load balancing
Load balancing is used to set the line's balancing mode, detection method, balancing weight , etc.
Balanced mode
= SMBWIFi > Smart Router and AP Management System M — {\ Global config @ Health (')Reboot [ Sign out
¢ Overview Policy routing
@ Monitoring

o Load balancing 0
Load balancing

| Balance model

& interface

&4 Router Load balancing mode Traffic Traffic and sessions

Identity binding {

@ Auth
Only for enline banking (D)

T Wireless Display policy rule descriptions in host

7 .
= swioh
= | Line config
3 cloud

! vall ing
= System trit Au 1 5

Load balancing: Generally, load balancing is enabled by default on devices, and balancing is performed by the number of
sessions by default, and balancing rules are created according to the number of WAN ports;

IP address: load balancing is performed based on the number of IP addresses. When you select load balancing based on IP
address (number), the system will automatically balance the number of IP addresses on different WAN ports. The balancing result
can be viewed in the "Line status - "Number of Hosts/Number of Sessions" column;

Number of sessions : that is the balance of the number of sessions of terminal users. The system will automatically balance the
number of sessions on different WAN ports;

Traffic: This refers to the traffic balance generated by the end users. The system will automatically balance the traffic on different
WAN ports.

Traffic and number of sessions: that is, the traffic and number of connections generated by the end users are balanced according
to the mean ratio, and the system will automatically balance them on different WAN ports.

Identity binding: If multiple lines are configured, to enable the normal use of QQ, online banking, etc., please enable the identity
binding function;

Only valid for online banking: only valid for online banking;

Display policy rule description in host : After turning it on, the policy name that takes effect on the connection will be displayed in
the host monitoring connection

Operation Config

Configuration: After enabling load balancing, a balancing list rule will be automatically generated . Check the list rule to set it and
you can fill in custom parameters.



WAN1 Config
Default equilibrium (@D

Line detection (D)

Advanced satting
Hosts 0
Sessions 0
Traffic limit(GB) 0
Equilibrium weight @ Auto Custom
Detection interval 10
Detection times ~ — 5
When the connection fails log @ Remove and log
Traffic exceeds(KB)  — 10 + | noline detection

Detection gateway{ping) D

 Deteat remote serverintips) @) ' wwwbaidu com

Equilibrium weight: The larger the line capacity, the larger the value should be;

Line detection: Set whether to enable the line detection function for this line;

Detection interval: the time interval for detecting line status;

Detection times: after how many detection failures the line is judged as a connection failure;

Detect gateway (ping): If the value is empty, the default gateway address is used. If it is set, the set IP address is used. The
detection method is ping;

Detect remote server (https): Remote server address: can be IP or domain name. This detection method uses port 443 of https.

Batch configuration: For batch settings, you can check the list rules to set them and fill in custom parameters.

Batch configuration

Default equilibrium D

Line detection {C)
Traffic limit(GB)
Equilibrium weight
Detegtion interval
Detection times
When the connection faiis

Traffic exceeds(KB) no line detection

Detection gateway(ping) (\

* Detect remote server(https) (:\

Default equilibrium: Disable or enable. If you do not want this line to participate in balancing, just disable it. Lines that do not
participate in balancing will only accept the data flow of the rules bound in the policy routing. If there is no data bound to the line
in the policy routing, there will be no data flow on the line.

Line detection: Enable the line detection function. The advanced parameter options can only be enabled when activated,
otherwise they are invalid. Line detection is mainly used to detect whether the line is smooth or not. For a multi-line environment,
if one of the lines fails to be detected, the system will remove the line by default, and all conversations on the line will be
automatically transferred to another line that has successfully detected and participated in the balancing;

Traffic limit (GB): limit the total traffic of a WAN port. When the traffic reaches the set value, the port will no longer export data.
Equilibrium weight: This value is mainly used to compare with the balance of other lines. The system will determine the load size
of the line according to the value. The default value is automatically determined by the size of the bandwidth value. The export
bandwidth value must be filled in to be effective. If it is changed to custom, please set this parameter according to the line weight
ratio. The larger the parameter, the more data/users will pass through;

Detection interval: the interval time between automatic line detection;

Detection times: the number of line detections;

When the Connection failure: the way to handle the line when the line detection fails. Remove the line and record the log - delete
the line and record it in the log. All connections on the line will be automatically transferred to other lines; Only record in the log -
only record the disconnection log in the log, and do not delete the line;

No line detection when traffic exceed: When the traffic of the WAN port exceeds the set value, no line detection will be performed;



Detection gateway(ping): enable it means detecting the external gateway of this line. If the content is empty, it means detecting
the default gateway. The default gateway of some ISPs may not allow ping, so you can manually configure other WAN addresses
for testing;

Detect remote server(https): Enter a stable domain name or WAN IP address to detect whether the line is connected or not.
Note: By default, line detection uses ping to determine whether the line is connected or disconnected. Therefore, when filling in

the detection IP or server address, please try to choose an address that is online for a long time and stably.

3.3.3 Address range

Used for policy routing in an environment with multiple operator lines. Just select the corresponding line and set the policy mode
to separate the telecom and Netcom lines without interfering with each other. You can upload or download the current system
default address range. If necessary, you can add or delete the address range and then upload it to the system.

= SMBWIFi > Smart Router and AP Management System M _ { Global config @ Health (')Reboot [ Sign out

s Ovenviewy Policy reuting
@ Monitoring

o Address range
B Interface
& Router Auto address update a

ddress range list

Add ge Ii
@ Auth
T Wireless e [ @ t d faul
[E switch @
= Education [ @) System
2 Cloud

Do "

= System [ thes

3.3.4 Line status

The current status of each external network and other information, support speed measurement and ping detection

= SMBWIFi > SmartRouter and AP Management System (i _ 0 Globalconfig @ Health (")Reboot [ Sign out
£hs Overvow Policy routing
(& Monitoring
@ Lo
B Interface
Ping detection
& R [unotst
dex Interfa Line status ¥fault equilibriv ine detsction HostsiS: peed Down speed Current month fio Ping d Operatior
© Auth
1 v ) —— tech eed 1 resul
% Wireless P »
o @l *
=L Switch
3 Cloud
= System

Ping gateway detection : After it is turned on, the gateway of the WAN port will be automatically pinged. You can view the
corresponding situation by checking the ping results. To view the results of pinging the gateway, please click the "View Ping
Results" button in the list .



WAN1 Ping result

Default gateway:192.168.126.1

Line list
Displays the traffic and session usage of each WAN port .

SMB Wi-Fi > Smart Router and AP Management System

2 Refresh

Reboot [ Sign out

Overview

@ Monitoring

( Joviebires

Ping gateway detection (D)

B Inierface

ine list

Index Interface  Line status>  Equilibrium weight Default equilibrium

Manual 2 Refresh

Line detection

Up speed. Current month flow

Down speed

Ping d Operation

@ Auth
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Hosts:0 Used:680.00 Mi
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System

Total 1 10/page Goto 1

Speed All: This means to test the speed of all current WAN ports. After submitting the speed test all, the page list will

automatically refresh the upstream and downstream speeds .

SMB Wi-Fi > Smart Router and AP Management System

") Reboot [ Sign out

CEEEEED © covocoms G vearn

&h Overview

AN settings Policy routing

& Monitoring

o Line status

& Interface
Ping gateway detection (@D

& Router | Line list

Index Interface® Line status®  Equilibrium weight=  Default equillbrium

@ Auth

1 WAN1 Online 1000000 Participate in

=7 Wireless

Manual 2 Refresh

Line detection Hosts/Sessions Up speed Down speed Current month flow Ping d Operation

Consec

Used:797.00 MB

Detection st

View Ping results
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& Switch

W

System

S |

10/page Goto 1



Speed selected: Test the speed of the selected WAN port;

= SMBWIFi > SmartRouter and AP Management System M — ( Globalconfig @ Health (*)Reboot [ Sign out
3 Overview Policy routing
Monitoring
0 Line status
B Interface
3 Ping detection (@D
& Router | Line list Manual Refresh
© Auth
™ VAN artcipal Jedaciion $ci o | e View Ping result
T Wireless I
‘ 8
Switch Total 1 ] 10/page '
3 Cloud
= System

Stop speed: After submitting the speed test for all and speed test selected , the page will automatically refresh the up and down
lines. If you want to stop, click the speed stop button;

= SMBWIFi > Smart Router and AP Management System M — 0 Globalconfig @ Health (")Reboot [ Sign out

1. Ovenview Policy routing

@ Monitoring

o Line status
Ping gateway detecton (@)

& Router | Line list

B Interface

@ Auth

Participate in Detection succeeded

T Wieless o B Loss0

[ Switch Total 1 n 10/page Goto

£ cloud
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= System

Refresh: Supports manual refresh and automatic refresh of WAN port status at different time intervals .

= SMBWiFi > SmartRouter and AP Management System M _ ) Global config @ Health (")Reboot [ Sign out

s Overview Palicy routing

@ Monitoring
o Line status
B Interface
Ping gateway
& Router | Line list
e um i
@ Auth
Hosts ( Used 174 GB
1 want Oniine 0 Detection succeeded 342008 6.25 KB 0 ew Ping resul
Sessions:116 Unlimited
T Wireless Loss 0
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& switch Total 1 - 10/page Goto 1
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3.3.5Log

It is used to record the log records of policy routing rules and the working status of the WAN port line. In policy routing, line
detection is enabled for this line, and it will be displayed in the log only after the line is disconnected.



SMB Wi-Fi > Smart Router and AP Management System (M _ ) Global config @ Health (")Reboot [ Sign out

& Overview Policy routing

Monitoring

®

o Log

| Screen

B Interface

& Router ] Log list {1 Delate Refresn

% Inde:
@ Auth

T Wireless

& switch
2 cloud

= System

Screen:

Find relevant log information by message content.

Log List

Display all log information or log information that meets the conditions and filters, and support export, delete and refresh

operations.

3.4 IPv6 LAN setting
3.4.1 IPv6 LAN setting

Select Configure IPv6 LAN Interface as required.

&= SMBWIFi > Smart Router and AP Management System M — {} Global config @ Health (')Reboot [ Sign out

s Overview IPVE settings

%) Monitoring 1Pv6 LAN setting

o IPVB LAN setting

B Interface

Routing address

é Router advertisement service node
DHCPVE service  Server mode
) Auth
NDP agent isabled
T Wireless ULAprefix  240e:3t
i DNS server 2401111 Add
E Switct
A0 1111 Add
f= Clouwd
= System

3.4.2 IPv6 WAN setting
Set up an IPv6 WAN interface as needed.

= SMBWIFI > SmartRouter and AP Management System M 1 Globalconfig @ Health (')Reboot [ Sign out

it Ovenview

& Monitoring

o IPv8 WAN setting
IPvE WAN setting

B Interface
| Wan list

& Router Index

[ Auth

5l Switch

3 Cloud

H

System

3.5 Port aggregation
Set the ports to be aggregated .

Aggregate list
Display the added port aggregation list

Add



" Describe
Converged LAN / WAN  LAN Port
Aggregation mode ~ LACP
Load mode MAC

* Interface

Gancel

Describe: Make a note on this aggregation rule;
Converged LAN/WAN: Select the aggregation mode

* Describe
Aggregation mode
Load mode

* Interface

Aggregation mode: Select the aggregation mode, there are two modes to choose from: manual aggregation

* Describe
Converged LAN/WAN  LAN Port
LA
Load mode

* Interface

Load mode: Load mode currently provides three modes: MAC, IP+port and MAC+IP;

* Describe
Converged LAN/WAN ~ LAN Port
Aggregation mode  LACP
MAC
“interface [T
1P+Port

MAC+P




Interface: Select the corresponding aggregate interface. The interface selection will change with the change of aggregate
LAN/WAN port.

* Describe

Converged LAN/WAN | LAN Port

Aggregation mode  LAGP

Load mode  MAC

I '\nlEr(ar,eI f

Select all Select Invert

Configuration Examples

* Describe
Converged LAN / WAN
Aggregation mode

Load mode

| * Interface '\ |

Select all Select Invert

WAN1

WAN2

After the configuration is complete, the device interface will automatically restart.
Batch delete: After selecting the rules, you can delete the rules in batches;

Smart Router and AP Managemen Global config > Sign out

i Overview

WAN settings

Palicy routing IPV6 setiings Port aggregation  Port s

@ Monitoring
@) Foneooraton

st the porl 1o be converge

B Interface =
| Aggregate list + Add [ Batch delete
& Router Maximum number of supported configurations 64
© A B index Describe Aggregate interface name Agaregatis Tad mode Converged LAN | WAN interface fist Operation
¥ IR
1 | eth2 4 NAN Port 2 ovise Delete

1 12 b cih? 4084 LACP MAC WAN P WANZ WAN1 R ;
el Total 1 n 10/page Goto 1
E switch
£ Cloud
= System

Delete: Delete this rule separately;
Modify: Modify this rule separately.

3.6 Port settings

This function is used to forcibly modify the working mode of the routing interface. Generally, the working mode does not need to
be modified, otherwise it may cause the interface to work abnormally.



= SMBWiFi > Smart Router and AP Management System M _ 0 Global config @ Health (')Reboot [ Sign out

. Overview Port settings

®

) Monitoring
Q@ "oretmee

B Interface

| Portlist
& Router ndex: Portname

© Auth X
Lan Down
T Wieless 3 A3 Dowen
s WANZ Automa Down

Switch

AN Aut v

Cloud

—_— - 10/page Goto| 1
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Port list
Provides various port mode options, and it is recommended to use the automatic mode in the default state;
= SMBWi-Fi > Smart Router and AP Management System M _ { Globalconfig @ Health (')Reboot [ Sign out
& Ovenview

n  Portsettings

i@ Monitoring o Port st
ort settings

& Interface

| Portlist
& Router indaxPort nama
T000MIuM duplex

@ Auth

A Down
5 AN3 Down
T Wireless Automatic
) ANz 10Mhalt duplex Down
E switch

10M/Mul duplex Down

B cowd 100M/hall duplex

00M/full duplex
= Sancel modifation
= System

1000M/Tull duplex

Refresh: You can refresh the negotiated rate and status of the port.

4. Router
4.1 System state

4.1.1 Overview

Display of interface information, device overview, and device information.

Smart Router and AP Management System (M { Global config @ Health (') Reboot

W Overview

Ll System state
@ Monitoring o 5
verview
& Interface
| Interface info
& Router %
ks ‘@H = N
LAN1 LAN2 LANS  WAN2  WAN1
T Wireless
| Device overview
& switch
CPU usage Free memory Current fink Online users
£ Cloud 2.0% 80.56% 67 2
= System | Device info
Device name:  Smart Router and AP Management System Device model: MR200 Device version: 25.03.18V
Device sn:  MAC7981250200004 MAC ess: 8C:1F:64:88:18:2F System time:  2025-03-19 18:07:17
Total memory: 470.84 MB Free memory: 379.32 MB Runtime: 0 days, 03:21:46
CPU temp CPUQ:39 CPU1:39

Interface Information
Displays the current connection status of all physical interfaces. A blue interface indicates that the corresponding interface on the
device is connected to a network cable, and a gray interface indicates that it is not connected to a network cable.
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Overview

s

Monitoring

System state

o Overview

Smart Router and AP Management System M

Interface
| Interface info
&= Router
9 Aun | =] ‘ x|
LAN1 LANZ LAN3  WAN2  WAN1
T Wireless
| Device overview
£ Switch
CPU usage Free memory Current link Online users
i3 Cloud 1.9% 80.57% 78 2
= System | Device info
Device name: Smart Router and AP Management System Device model: MR200 Device version: 25.03.19V
MAC7981250200004 MAC address: 8C:1F:64:B8:18:2F System time:  2025-03-19 18:07:34
Total memory: 470.84 MB Free m y: 379.34 MB Run time: 0 days, 03:22:03

When the mouse points to any network port icon, the basic information of the current network port will be displayed above the

CPU temperature

CPU0:38 CPU1:38

icon, including rate, interface type (LAN/WAN), and description (custom description content is supported).

isa Overview

& Moanitoring

B Interface

Smart Router and AP Management System M

System state

o Overview

1} Global config

@ Health (1) Reboot

[ sign out

| Interface info
& Router [&] Connected  %| Disconnect
i B B |G B [
LANY LAN2 LAN3 WAN2 WAN1
T Wireless
| Device overview Rate: 1000M/Full duplex
&8 Switch Interface: LANA
CPU usage Fre Current link Online users
Describe: &
&3 Cloud 21% 53 2
= System | Device info
Device name: Smart Router and AP Management System Device model: MR200 Device version: 25.03.18V
Device sn:  MAC7981250200004 MAC address: B8C:1F:84:B8:18:2F System time: 2025-03-19 18:08:37
Total memory: 470.84 MB Free ry: 379.35 MB Run time: 0 days, 03:23:06

CPU temperature:

CPUD:38 CPU1:38

Note: The description of the interface must be 1-8 characters, letters, numbers, and only supports the following symbols in English:
-l@#$% N &*().

Device Overview
CPU usage, free memory, current link, and number of online users are displayed.

SMB Wi-Fi > Smart Router and AP Management System M — {} Global config Health (")Reboot [= Sign oul
;e System state 8
@ Monitoring
o Overview
B Interface
| intertace info
& Router (8] connected % Disconnect
5 it = O = e ™
LAN1 LAN2 LANG  WANZ  WAN1
T Wireless
| Device overview
Switch
CPU usage Free memory Current link Online users
3 cloua 21% 80.60% 69 2
= System | Device info
Smart Router and AP Management System Device model: MR200 Device version: 25.03.19V

Total memory:

CPU temperature:

MACT7981250200004

470.84 MB

CPUQ:38 CPU1:38

MAC address:

Free memory:

8C:1F-64:B8:18:2F

379.50 MB

System ime

Run fime:

2025-03-18 18:08:58

0 days, 03:23:27




Device Info

Device name, device model, device version, device serial number, MAC address, system time, total memory, free memory, running
time and CPU temperature information are displayed.

SMBWi-Fi > Smart Router and AP Management System M — 0 Globalconfig @ Health (")Reboot [ Sign out
& Overview System state
Monitoring o Overview
@ Interface | Interface info

& Router

2 & s &

¥ Auth
LAN1 LAN2 LAN3 WAN1
T Wireless
| Device overview
&3 Switch CPU usage Free memory Current link Online users
— 1.9% 80.58% 65 2
ts) Cloud
| Device info
= System
Device name:| Smart Router and AP Management System Device model: |MR200 Device version: [25.03.19V
Device sn:| i MAC address: |8 System time: [2025-03-19 18:11:00
Total memory:| 470.84 MB Free memory: |379.41 MB Run time: |0 days, 03:25:29
CPU temperature:| CPU0:38 CPU1:38

4.1.2 Network Status
Check the WAN port connection status. The network status here mainly refers to the status of the WAN port, 4G and SFP port.

= SMBWiFi > SmartRouter and AP Management System M _ 0 Globalconfig @ Health (')Reboot [ Sign out

£ha Ovenfisy System state
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Network status

& Interface

& Router

© Refresh

@ Auth

= Wireless WANZ Close 0000 C1F:64-88 18 00 o0

& swich Total 2 B t0/pege Goto 1

3 Cloud

= System

Screen
Perform conditional filtering by group name or line name.

= SMBWI-Fi > Smart Router and AP Management System M _ () Global config @ Health ()Reboot [ Sign out
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& Router
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WAN port information

“More” in the list operation column supports viewing or operating the corresponding WAN port.
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Network status
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&l Interface
| screen ¥
& Router | WAN port information © Refresh
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Traffic Graph: Click "Traffic Graph” to display the current WAN port real-time flow data and discount statistics. The statistics are
generally updated automatically every 3 seconds.

WAN1Flow chart

Real time traffic Historical flow

~O- Up speedibit/s) ~O- Down speed(bit/s)

0
180508 180617 1807:26 180835 180044 181053 181202 181311 181420

Can also view historical traffic statistics, supporting viewing of traffic statistics for the last hour, day, and 7 days;

WAN1Flow chart

Real time traffic

Start time (2025-03-19 17:16) N ( Nearty 1 nou

-O- Up speedibit/s) ~O- Down speedibit/s|  Nearly 1 hour
17166 M Nearly 1 day

Nearly 7 days
14305 M ¥ '

8583 M

S7.22M

2861 M

v‘Lﬂ A

0
17:16 17:20 1725 17:29 17:34 17:38 17:43 1747 17:52 17:56 1801 1805 1810 18:14

Reconnect: Automatically reconnect immediately after manual disconnection;
Disconnect: After clicking, the connection is disconnected and will not reconnect automatically;
Configuration: Jump immediately to the configuration page of the corresponding WAN port.

4.1.3 Login Record

Record information of users logging into this router.



SMB Wi-Fi > Smart Router and AP Management System M { Globalconfig @ Health (")Reboot [ Sign out

ih Ovenview System state
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Interface
Lognecr ]

& Router
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2 Refresh

] Auth

T Wireless 2 1921681210

1 Switch

3 cioud 5 1921681210

Administrators

Administrators

= System

5 6 > 10/page Goto 1

Screen

You can filter by "login IP" or "start time - end time".

SMB Wi-Fi > Smart Router and AP Management System M

0l Globalconfig @ Health (')Reboot [ Sign out

W Overview

System state
& Monitoring

o Login record
& Interface

| Screen

& Router 2 Search 9 Clear
© Auh | Record st Dt .

ndex Login IF gin time L
2 Wieless

T 218121 20750319 18,013 Admiristrasars
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E Switch

6
F3 Cioud 18 91
16812 1 1916011
= System
1 318 1 fminisr
Record List
Record all log-in IP and time.
= SMBWIFi > Smart Router and AP Management System M — 0 Giobalconfig @ Health (") Reboot [ Sign out

@ Overview System state
%) Monitoring

@ Lovnrecor
2 Interface

| Screen
&8 Router | Record list 3 Refresh
Auth
T Wireless
1

Z Switch
3 Cioud : 2 ALY A e
= System

Delete: Clear the record information of other login records except this login;
Refresh: Refresh the list information of login records.

4.1.4 System Log

Records various logs generated during system operation. Log storage is limited in number and all logs will be lost if the device is
restarted. If you need to save logs, use the USB log in the USB function to save the logs in the USB if there is USB port on the
hardware
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Global config
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Cloud

System
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System log

—

all status

3 Refresh

Screen
Use log keywords and "Log List" to filter by conditions. Logs that meet the filtering conditions will be displayed in the "Log List";

= SMB Wi-Fi > Smart Router and AP Management System M

_ {l Globalconfig @ Health (')Reboot [ Signout

iiu Overview System state

3 Monitoring

o System log

B Interface

| Screen

& Router

© Cancel 3 Clear

@ Auth
h | Loglist Export [l Delete
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T Wireless

& Switch
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= System

Log List
Includes system logs, ARP logs, traffic attack logs, DDoS logs, WEB authentication logs, PPPoE logs, policy routing logs, access
control logs and behavior management logs.

= SMBWI-Fi > Smart Router and AP Management System M — 0 Globalconfig @ Health (')Reboot [ Sign out

& Overview

System state
Monitoring
o System log
& Interface
| Screen
& Route
| Logiist h :
©
Auth Log classification
7 Wireless Modul System log
& switch
Traffic attack lo o -
&3 Cloud
= System PPP:
P Y uting log

Export: Select the log type to be exported and click Export to export the corresponding log;
Delete: Select the log type to be deleted and click Delete. The log record will be deleted, but the deleted log cannot be restored.
Refresh: refresh line log record



4.2 Flow Control
4.2.1 Priority Setting

To forwarding intranet data, mean the priority setting for the system to forward intranet data.

= SMBWIiFi > Smart Router and AP Management System M _ {) Global config @ Health (')Reboot [ Sign out
sk pervien System state Flow control security Behavio VPN Advancad Diagnosi
@ Monitoring Setting
@ P s
Interface
| Priority rule list + Add 2 Import + Export
& Router Maximum numbe CoNtrol exception 24
i index State: Describe>  Orders  Managed IP Managed time Application protacol Custom IP protocol Priority>  Inclusion relation>  WAN Port Operation
ut
F Wireless
Total 0 10/page Golo 1
& switch
3 Cloud
= Sysiem

Priority Configuration List
Add: Add rules that require flow control priority as needed ;

st @D

* Describe
Execution priority = — 30000
Managed IP Al addresses View IP group
Managed fime Al periods View lime group
Application protocol

Global priority ~~ High @ Middie

Local priority High © Middie

Custom IP protocol
Incluslon refation

WAN port select

State: The flow control priority rules set will take effect after it is turned on, and will become invalid if it is turned off;
Describe: Description of the rule, equivalent to the rule name;
Execution priority: the execution order between rules. The larger the value, the higher the priority.
Managed IP: refers to the IP address, IP segment, or IP group for which this rule needs to take effect.
"All addresses": means that the rule is effective for all global terminals;
"Custom": You need to fill in the IP address or IP segment;
"Address Group": Select the IP segment by selecting IP address group management, and click "View IP group" to add, modify, and delete.
Managed time: the time when the rule takes effect. The time needs to be specific to a certain time period of the week. The priority
function will not take effect outside this time period.
"All time periods” : means all time periods;
"Custom": you need to manually fill in the specific time period;
If a time group is added, you can directly select to use it to make it effective. Click "View time group” to add, modify, and delete it.
Application Protocol: You can select different or all application protocols to take effect. The selected application protocols will
take effect according to the rules.
Global priority: The priority of the data of this rule in all data in the LAN, high, medium, low. Please use this option with caution,
the default is medium;
Local priority: The priority of data processing for this rule among all the data of this host, high, medium, or low;
Custom IP protocol: When priority processing is required for special remote IPs, but there is no corresponding application in the
application protocol, the custom IP protocol function can be used;
Inclusion relationship: The inclusion relationship of the protocol.
All, indicating that both the application protocol and the custom protocol are matched successfully and the rule takes effect;
Part, indicating that any priority rule in the application protocol and the custom protocol that matches takes effect immediately;
WAN port selection: Select the WAN port on which the rule will take effect.
Export: Export all current rules in the priority rule list for use as a backup of the list rules. The exported rules will be directly
downloaded to the specified path through the browser and saved;



4.2.2 Bandwidth Limitation
Limit the intranet traffic, mean limit the upstream and downstream speeds of intranet terminals.

_ {) Globalconfig @ Health (')Reboot [ Sign out

= SMBWiFi > SmartRouter and AP Management System <M

i Overview

Flow control Security Behavior VPN Advanced Diagnosis
@ Monitoring Eriom 9
o Bandwidth |
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B Interface —_—
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&
7 Wireless
[ Switch Total 0 n 10/page Gotn 1
3 Cloud
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Route List
Add: Add bandwidth limitation rules;

sute @D

* Describe

Up speed(KB)
Down speed(KB)

Control mode @ Alone

1000

1000

Share

Managed IP Al addresses View IP group

Managed time All periods View time group

Application pratocol

Custom IP protocol

Inclusion relation @ Al

WAN port select

Flow control

Cancel

State: whether the control rule is effective. If it is enabled, it means the rule is effective;
Describe: Description of the rule;
Up speed: The maximum upload speed limit. If it is set to 0, it means no limit;
Down speed: The maximum download speed limit. If it is set to 0, it means no limit.
Control mode:
Alone: The speed of each IP within this range will be limited to the set speed, that is, each IP within the set range will be individually limited;
Share: The total speed of all IPs within this range will be limited to the set speed.
Managed time: the time when the rule takes effect. The time needs to be specific to a certain time period of the week. The speed
limit function will not take effect outside this time period.

"All time periods” : means all time periods;
"Custom": you need to manually fill in the specific time period;
If a time group is added, you can directly select to use it to make it effective. Click "View time group” to add, modify, and delete it.
Application Protocol: You can select different or all application protocols to take effect. The selected application protocols will
take effect according to the rules.
Custom IP protocol: When priority processing is required for special remote IPs, but there is no corresponding application in the
application protocol, the custom IP protocol function can be used;
Inclusion relationship: The inclusion relationship of the protocol.
All, indicating that both the application protocol and the custom protocol are matched successfully and the rule takes effect;
Part, indicating that any priority rule in the application protocol and the custom protocol that matches takes effect immediately;
WAN port select: Select the WAN port on which the rule will take effect.
Flow control: when the total download traffic of the WAN port (if the WAN port is selected in the above rule, it means the traffic
of the WAN port; if the WAN port is not selected, it means all WAN ports of the current device) reaches the set percentage, the
bandwidth limitation rule will be triggered, and the traffic will be allocated to the terminal according to the upstream and
downstream in the rule.



4.2.3 Bandwidth Guarantee

To ensure that the upstream and downstream bandwidths of intranet users are not evenly distributed, can set the bandwidth of a

certain terminal or some terminals here.
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Route List
Add: Add bandwidth guarantee rules;
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State: whether the control rule is effective. If it is checked, it means the rule is effective;
Describe: Description of the rule;
Up speed: minimum guaranteed upload speed. If set to 0, it means no guarantee.
Down speed: The guaranteed value of the minimum download speed. If it is set to 0, it means no guarantee;
Control mode:
Alone: The speed of each IP within this range will be guaranteed to be within the set speed, that is, each IP within the set range is
individually guaranteed;
Share: The total speed of all IPs in this range will be guaranteed to be at the set speed.
Managed time: the time when the rule takes effect. The time needs to be specific to a certain time period of the week. The
function will not take effect outside this time period.

"All time periods” : means all time periods;
"Custom": you need to manually fill in the specific time period;
If a time group is added, you can directly select to use it to make it effective. Click "View time group" to add, modify, and delete it.
Application Protocol: You can select different or all application protocols to take effect. The selected application protocols will
take effect according to the rules.
Custom IP protocol: When priority processing is required for special remote IPs, but there is no corresponding application in the
application protocol, the custom IP protocol function can be used;
Inclusion relationship: The inclusion relationship of the protocol.
All, indicating that both the application protocol and the custom protocol are matched successfully and the rule takes effect;
Part, indicating that any priority rule in the application protocol and the custom protocol that matches takes effect immediately;
WAN port selection: Select the WAN port on which the rule will take effect.
Flow control: that is, when the total download traffic of the WAN port (if the WAN port is selected in the above rule, it means the
traffic of the WAN port; if the WAN port is not selected, it means all WAN ports of the current device) reaches the set percentage,
the bandwidth guarantee rule will be triggered, and the terminal will be guaranteed bandwidth usage according to the upstream
and downstream in the rule.



4.2.4 Control Exceptions

Based on bandwidth guarantee and restriction rules, set free flow control rules according to IP, domain name or protocol, that is,

all rules that do not participate in flow control . All rules support batch delete.
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4.2.4.1 External IP based

When the terminal user accesses the set external IP address, the external IP address is not subject to flow control restrictions and
guarantee rules. The external IP address setting supports single IP input and IP segment input. If the IP address segment is
entered, the segment address needs to be entered from small to large range, otherwise the input fails and the error is as follows:

Add

* |P address / range 162 168 12 50-192 168 12 B0

After filling in the address or address segment in the correct format, add it normally. If there are IPs in different segments that

need exceptions, just add the rule again.

Global config Health ()Reboot [oSi

iia Overview

Flow control Behavior VPN

@ Monitoring
o Controf exception

B Interface
External IP based intemnal |P based Domain name based Protocol based

&4 Router | External IP based + Add
Maximum number of supported configurations 64
@ Auth
Index IP address / range Operation
T Wireless 1 | 1921681250192 168 12 80 Revise Delete
B 2| 19216812 100-192 168 12 130 Revise Deet
[E swich
Total 2 n 10/page Goto 1
F3 Cloud
= System

4.2.4.2 Internal IP based

When the terminal user obtains or configures the host IP address, it is not subject to flow control restrictions and guarantee rules,
that is, it is not subject to bandwidth restrictions. The internal IP address setting supports single IP input and IP segment input. If
the IP address segment is entered, the segment address needs to be entered from small to large range, otherwise the input fails
and the error is as follows:



Add

* 1P address /range | 192 1689 10-192 168.9 20

After filling in the address or address segment in the correct format, add it normally. If there are IPs in different segments that
need exceptions, just add the rule again.
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4.2.4.3 Domain name based

Make exceptions to the flow control rules for the remote domain name being accessed . Internal terminals will not be subject to
bandwidth restrictions and bandwidth guarantees when accessing the domain name filled in here. The domain name format rules
must be met when filling in the domain name. IP addresses or address formats that do not meet the domain name writing rules
will not take effect.

Add

*Domain name  www.qq com

o

4.2.4.4 Protocol-based

Flow control exceptions are made based on the protocol type + port method . Similarly, internal terminals are not subject to

bandwidth restrictions and guarantee rule restrictions when accessing corresponding protocol content.



Add

Protacol TCPRIUDP

Internal port 0

External port 0

Cancel

4.3 Security

Device security rules are set to prevent the device from automatically enabling defense mechanisms when encountering DDoS
attacks during operation in a network environment.

4.3.1 ARP list

The device learns the IP and MAC correspondence table of the network devices connected to each interface of the device, and can
bind the ARP list items .
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Generally, all terminals in the intranet and the current WAN port will be displayed in the ARP list.

Screen
If you need to bind a certain IP statically, uniquely, or unbind it dynamically, you can set it here. If you need to confirm or view the

binding status of a certain IP, you can expand the "screen" function and filter by the terminal's IP address or MAC address.
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All only: One-click quick binding of all intranet terminal IP and MAC addresses to be unique. For a terminal bound as unique, the
device will automatically learn the terminal's current physical MAC address and assigned IP address in the LAN. When the terminal
connects to the network again, the device will automatically detect whether the IP obtained by the terminal and the bound MAC
are the bound addresses. If any of the IP or MAC does not match the learned address, the terminal cannot use the network
normally.



the IP learned by the device can only be used on the MAC terminal bound to it. Even if the terminal's MAC is not assigned to the
specified original bound IP, it can still use the network normally, but the bound IP address will not be assigned to other terminals
and can only be used on the specified terminal;

All dynamic: All intranet terminals are dynamic, not affected by MAC and IP addresses, and are based on the addresses assigned
by the routing device;
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Export list information: All ARP information in the list will be exported, including the ARP information of the WAN port;
Export bind information: Only the ARP binding information in the list is exported separately, generally used for backup;
Import binding information: re-import the backed-up ARP binding information, generally used for recovery;

Describe
* IP address

* MAC address

Type © Static Only

Interface  LAN

Cancel

Add Binding: Manually add an ARP binding address.

Describe: Customize the description content to facilitate differentiation among many rules;

IP address: Fill in the IP address of the terminal to be bound. The address format must follow the IP format, otherwise the input
will fail. Please make sure to fill in the address correctly to avoid terminal network failure due to incorrect address filling;

MAC address: Fill in the MAC address of the terminal to be bound. The MAC address must be real and correct;

Type: Select the binding type as only or static. The difference between the two can be found above;

Interface: the bound address interface, LAN or external network, 4G.

ARP List

List of bound or unbound users. The list shows the current or detected terminal information, and you can perform "static”, "only"
or "dynamic" ARP binding on a terminal. Among them, the detection type terminal refers to a terminal that has been connected to
the local area network wireless, disconnected and not connected to other wireless devices.

4.3.2 Access Control

Control whether the terminal can access the external network or can only access certain application protocols.
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Behavior control mode
There are three states: close, allowing passage outside the rules, and prohibition of passage outside the rules.

1. Close: If you choose Close, all the rules created below will not take effect;

2. Allow passage outside the rules: All restrictions or applications except those created in the rules below can pass;
3. Prohibition of passage outside the rules: Only allow or prohibit the content of the rules below.

state @D
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Control mode @ Allow Prevent
Execution priority | — 30000
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Managed time | Al penods View tme group
Custom IP protecol
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Sl “

Control List
Add: add specific access control rules, mainly create rules for terminals, applications and control methods;
State: Whether the rule is enabled. If it is enabled here and disabled above, the rule is still disabled.
Describe: Customize the rule name to distinguish it from other rules.
Control method: Allow means the rule content is allowed, and prevent means the rule content is blocked and not allowed to pass.
1. If the above setting is "Allow access outside the rules", selecting "Allow" here means that all access is allowed;
2. If you set "Allow content outside the rules” above, selecting "Prevent" here means that the content of this rule is blocked, and the
rest can be used normally (passed);
3. If you set "Prohibition of access outside the rules” above, select "Allow" here to mean that only the content in the rules can be
passed, and the rest (terminals or application protocols) cannot be passed;
4. If the above setting is "Prohibit access outside the rules”, selecting "Prevent" here means prohibiting all global terminals and
protocol access. This situation will also cause all terminals connected to this network to be unable to access the router WEB
management page (regardless of wireless or wired), so you must pay attention to the configuration rules.
Execution priority: The execution priority order between rules. The higher the value, the higher the priority. If the priorities are the
same, one of them will be executed randomly.
Based on IP address: If the global terminal IP needs to be effective for this rule, select "All addresses"; if you want to control access to some
or a certain IP, select "Custom” and fill in a single or a range of IP addresses;
Based on MAC address: that is, create access rules based on the physical MAC address of the terminal. There are currently multiple virtual
MACs on the mobile phone (different wireless networks connected to the same device may get different MACs of the terminal, which is a
virtual MAQ). If you want to achieve complete control access to a certain terminal , please fill in all virtual MACs of the terminal;
Managed time: the time period during which the rule is effective. The rule is not effective outside the set time period.
Application Protocol: Select the application protocol type for access control;
Custom IP address: You can define the remote IP, domain name and port protocol by yourself and use them as the control object;
Log: Enable access control rule logging. When a terminal (user) triggers the rule, the system will automatically record and save the
log. If the log tool is turned off, no record will be saved.
Batch Delete: Batch delete the selected list rules.



4.3.3 ARP Defense

Can detect the illegal gateways on LAN ports and defend against ARP attacks from fake gateways.
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Defend against LAN port pseudo-gateway ARP attacks

Defense against commonly used ARP attack software! If ARP attack software such as "Network Law Enforcement Officer" and "P2P
Terminator" attacks the gateway of other computers, it will be recorded in the "ARP Log" to see whether there is an attack. The
default time interval is 200ms.

Detect LAN port illegal gateway

Check whether there is an IP in the intranet that is the same as the LAN IP of the router. If so, it will be recorded in the "ARP log".
The default detection time is 10s.

Intelligent analysis and processing

The processing level of this ARP defense system. The higher the level, the safer it is. It can be adjusted according to the network

environment.
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The ARP defense log can be viewed in "Route" - "System State" - "System Log" - "ARP Log". As shown below:
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Policy routing log

4.3.4 MAC Filtering
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MAC will not be able to obtain an IP address from the router's DHCP, and manually configure a static IP and cannot access the
Internet, and also cannot access the router's management interface.
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MAC address filtering
Provide 3 type MAC address filtering mode, please choose according to your needs;

1. Close: The filtering rule is off. Regardless of whether the rule is set below or whether the rule is allowed or blocked,
MAC filtering will not take effect.

2. Allow the ones outside the rules: The added rules are executed according to the control mode, and the terminal MAC
outside the rules is not restricted and passes directly. It is usually used in conjunction with the blocking rules;

3. Prohibition of passage outside the rules: The rules in the list are executed according to the control method. All MAC
addresses outside the list will be prohibited from passing. It is generally used in conjunction with the allow rules.
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Custom

Rule List

Displays the added MAC address filtering rules.

Add: Add MAC filter rule

State: Select whether to enable the rule;

Describe: A brief description of this rule. The default value is default, and it is recommended to change it to something that is
easy to identify.

Control mode: divided into two categories: 'allow' and 'prevent’. Users can choose whether to allow this rule to pass;

MAC address: Fill in the MAC address that needs to be controlled. The format is: 00:0A:0B:0C:0D:0E;

Managed time: Enable MAC filtering rules according to the set time. By default, all time periods are effective. If you need to use a
specific time, you can select Custom time, where weekly and daily time periods are required.

4.3.5 Connection Limit

The connection limit can control the number of external connections through the device network. If the number of connections
for a single IP is controlled , the maximum number of connections that can be established simultaneously by computers in the
intranet can be controlled. This function provides very effective management for network administrators to control the use of P2P
software such as BT, Thunder, emule, etc. in the intranet, which will cause a large number of connections.

Setting the appropriate number of allowed connections can effectively control the number of connections that can be generated
when downloading P2P software, and relatively limit the bandwidth usage. In addition, if a computer in the intranet is infected
with a virus similar to Shockwave and generates a large number of outgoing connection requests, it can also achieve a certain
inhibitory effect.
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Host connection limit

The number of connections of all hosts through this device . When the number of connections reaches the set value, it will no
longer increase. The corresponding performance is that some terminals may be slow when requesting certain web page data.
Therefore, the number of host connections can generally not be modified. The default value of ALL is 3000. The default value of
TCP, UDP, ICMP, and OTHER is 0. The upper limit of these four cannot be greater than the set value of ALL.
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Limit List

Displays the added rules for setting the number of connections for hosts (single or multiple IP addresses).
Add: Add rules as needed
State: Set the rule status to on or off;
Describe: Describe the rule to make it easier to distinguish among multiple rules;
Limit Type: Select the connection type to set the rule for, ALL, TCP, UDP;
Limit quantity: the specific value of the connection limit, 0 means no limit;
Managed IP address: The rule is effective for a certain IP or a certain range of IP (terminal or host);

"All addresses": means that the rule is effective for all global terminals;

"Custom": You need to fill in the IP address or IP segment;

"Address Group": Select the IP segment by selecting IP address group management, and click "View IP address group” to add,
modify, and delete.
Managed time: the time when the rule takes effect. The time needs to be specific to a certain time period of the week. The rule
will not take effect outside this time period.

"All time periods” : means all time periods;
"Custom": you need to manually fill in the specific time period;
If a time group is added, can directly select to use it to make it effective. Click "View time group” to add, modify, and delete it.
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Batch Delete: Select the rules to be deleted in batches.

4.3.6 DDoS Defense

The number of concurrent connections in the intranet can be controlled.
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4.3.6.1 DDoS Defense

The number of concurrent connections in the intranet can be controlled.

Concurrency settings
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Concurrent link: The total number of links that a single terminal can initiate in a unit of time. If you create a rule below, the users
in the rule will not be affected by the concurrent links set here;

Concurrency interval (seconds): Concurrent link unit interval time;

Trusted MAC address list: The MAC addresses filled in here will not be limited by the number of concurrent links;

WAN port is attacked and auto redial: When the device encounters a DDoS attack, the WAN port will be disconnected and will not
automatically reconnect. When the automatic redial when WAN port is attacked is enabled, the WAN port disconnected by the
DDOS attack will automatically dial;

Filter broadcast packets: After it is turned on, abnormal broadcast packets will be automatically filtered out;

Prohibit intranet users from accessing foreign IP addresses: Retrain intranet users to access foreign IP addresses;

Prohibit foreign IP to access IP addresses: Do not allow foreign IP addresses to access this device;

The above configuration is for global DDoS connection configuration. When you need to set the number of DDoS connections for
one or some terminals, you can set it through the Add button below.

Concurrency list
Displays a list of manually added rules.
Add: Set DDoS connection limit for a single host or certain hosts.
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State: rule status is enabled or disabled
Describe: Set the rule name to distinguish it from other rules.
Managed IP: refers to the IP address, IP segment, or IP group for which this rule needs to take effect.
"All addresses": means that the rule is effective for all global terminals;
"Custom": You need to fill in the IP address or IP segment;
"Address Group": Select the IP segment by selecting IP address group management, and click "View IP group" to add, modify, and delete.
Managed time: the time when the rule takes effect. The time needs to be specific to a certain time period of the week. The rule
will not take effect outside this time period.

"All time periods” : means all time periods;

"Custom” : You need to manually fill in the specific time period.
If a time group is added, you can directly select to use it to make it effective. Click "View time group" to add, modify, and delete it.
Concurrent Type: Select the concurrent connection type you want to set. Unselected types are not restricted by the rules.
Concurrent link: Set the number of links. The default value is 100, and the upper limit is 100000. Filling in 0 means no limit on the
number of connections, and the default rules above will be followed;
Concurrency interval (seconds): The IP (terminal) connection concurrent time interval setting in the rule, the minimum value is 1
and the maximum value is 10000.
Refresh: refresh the currency list content;
Batch Delete: Batch delete one or more selected rules.

4.3.6.2 DDoS Automatic Defense

The router automatically identifies and shields the attack source, allowing the router to work normally. The router will also record the attack
log and the MAC address of the attack source in the DDoS log

Automatic defense configuration
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Whitelist status: Enable or disable the whitelist. The whitelist content in below will take effect only after it is enable.
MAC whitelist: The entered MAC address (terminal) will be treated as a trusted address and will not be subject to DDOS automatic defense

detection



Anti attack type: Select the attack type to be prevented according to your needs: connection attack, LAN data attack, LAN packet
attack, IP fragment packet attack, DNS server receiving packet attack, DNS client receiving packet attack, DNS server sending
packet attack;

Attack Threshold: Set the control limit of the number of attacks received by this attack type within a few seconds, that is, the
number of attacks received within a certain period of time. Used in conjunction with the "Shield Attack Source" below;

Shield attack source: whether to enable shield attack source. If it is not enabled, the attack source will continue to attack. If it is
enabled, the attack source will be shielded when the number of attacks exceeds 2 times.

Shielding duration (seconds): The shielding time of the attack source. The shielded attack source cannot launch attacks again
within the set time range. The default shielding time is 10 seconds, the minimum time is 1 second, and the maximum time is
10000 seconds.

Automatic defense log

When an attack occurs, the automatic defense mechanism is automatically enabled and a defense log record is generated. The
corresponding log will be displayed in the list below.

4.3.7 Ping WAN port
Set whether to allow Pinging the WAN port IP address.

SWB WiFi > Smart Router and AP Management System (i CEEEED :c-bocorte QHean (Reboot [ signout

i, Overview
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@ Protanpen

8 Inteace
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T Wireless
5 Switch
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= system

The default WAN port of the router is in Ping-disabled state. Please enable it if allow to ping WAN port. This function is not
affected by the number of WAN ports.
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4.3.8 Connection setting
It is mainly used to set the maximum number of external connections of the router. The default number of connections is
automatically obtained according to the machine memory and is not modified by default.
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Save configuration

4.4 Behavior
4.4.1 Time Group

Can create time groups as needed. Directly select the time group, add a time group manually, then select a time to creating
behavior or flow control rules .
Once a time group is referenced elsewhere, it cannot be deleted from this page unless it is unreferenced.
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Time Group List
Displays the currently added time group list information.
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Add: Add a time group as needed.



*Groupname 222

“Weekly ime  Sunday ® Monday # Tuesday ® Wednesday

Thursday ®  Friday @ Saturday @

“ Dally ime  09:00:00-18:00:00

Group name: Customize the time group name to facilitate differentiation among multiple groups;

Weekly time: Select the weekly time, which is a required option. Select all to select all weekly times, and unselect to select the
unchecked weekly times in addition to the checked ones ;

Daily time: To set the time period for each day, you need to select the start time and end time, and the start time cannot be less
than the end time. If there are multiple time periods, click the plus sign at the end to add them.

Batch Delete: When there are multiple time groups that need to be deleted, you can check them and click "Batch Delete" to
confirm. However, the time groups referenced above do not support deletion.
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4.4.2 IP Address Group

Can create IP address groups as needed, Select IP address group when creating behavior or flow control rules, It should be noted
that once an IP address group is referenced elsewhere, it cannot be deleted on this page unless it is unreferenced.

SMB Wi-Fi > Smart Router and AP Management System M 0 Global config @ Health (')Reboot [ Sign out
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Address Group List
Displays the address group list information that has been added currently.
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Add: Add an address group as needed

*Group name | 1234

* IPaddress | 192 168 12.30-192 168 12 40

Group name: Customize the IP address group name to facilitate differentiation among multiple groups;
IP address: this is the IP address segment Set a start address and an end address. The rules that reference the address group
containing this address object will take effect within this address segment. Click the plus sign to add multiple address segments.

Batch Delete: When there are multiple time groups that need to be deleted, you can check them and click "Batch Delete" to
confirm. However, the time groups referenced above do not support deletion.

Tips

Are you sure you want to delete the selected items in
batch

4.4.3 Behavior recognition

Used to control application protocols of internal hosts within a specified range
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Behavior Control Mode
Control mode: There are three states: closed, allowing passage outside the rules, and prohibition of passage outside the rules,
1. Close: If you choose Close, all the rules created below will not take effect;
2. Allow passage outside the rules: All restrictions or applications except those created in the rules below can pass;
3. Prohibition of passing outside the rules: Only allow or prohibit the content of the following rules;
Control List
Add: Add specific access control rules, mainly creating rules for terminals, applications, and control mode.

sate @D
* Describe
Control mode Alow  © Prevent
Execution priority  — 30000
Basedon @ IP address MAC address

Managed IP  All addresses View IP group

Managed time Al periods View bme group

Appiication protocol
Custom IP protocol

Log

State: Whether the rule is enabled. If it is enabled here and disabled above, the rule is still disabled.
Describe, it is rule name, customize the rule name to distinguish it from other rules;
Control mode: Allow means the rule content is allowed, and prevent means the rule content is blocked and not allowed to pass.

1. If the above setting is "Allow passage outside the rules”, selecting "Allow" here means that all access is allowed;

2. If you set "Allow passage outside the rules" above, selecting "prevent" here means that the content of this rule is blocked, and
the rest can be used normally (passed);

3. If "Prohibition of passage outside the rules” is set above, selecting "Allow" here means that only the content in the rules can be
passed, and the rest (terminals or application protocols) cannot be passed;

4. If the setting above is "Prohibition of passage outside the rules”, selecting "prevent” here means prohibiting all global terminals
and protocol access. This situation will also cause all terminals connected to this network to be unable to access the router WEB
management page (regardless of wireless or wired), please pay attention to the configuration rules.

Execution priority: The execution priority order between rules. The higher the value, the higher the priority. If the priorities are the
same, one of them will be executed randomly.

Control based on terminal address type: control is effective by using the type of IP address or MAC address;

Based on IP: If the global terminal IP needs to be effective for this rule, select "All Addresses”; if control the access of some or a certain IP,
select "Custom” and fill in a single or a range of IP addresses;

Based on MAC address: create access rules based on the physical MAC address of the terminal. There are multiple virtual MACs on the
mobile phone (different wireless networks connected to the same device may get different MACs of the terminal, which is a virtual MAQ). If
achieve complete control access to a terminal , please fill in all the virtual MACs of the terminal;

Managed time: the time period during which the rule is effective. Access control rules are not effective outside the set time period.
Application Protocol: Select the application protocol type for access control;

Custom IP address: Can define the remote IP, domain name and port protocol, and use them as the control object;

Log: Enable access control rule logging. When a terminal (user) triggers the rule, the system will automatically record and save the
log. If the log tool is turned off, no record will be saved .

4.4.4 Domain Name



Set whether to filter the added domain name. The blocked domain name will not be successfully resolved (that is, the address
cannot be accessed).
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Domain name filtering method

Contains close,Filter the domains in the list and allow others to pass, and allow others in the list to pass through and filter others.
Close: If you choose to close, the filtering domain names added below will not take effect;

Filter the domains in the list and allow others to pass: except for the domains added below, all other domains can pass the
resolution;

Allow others in the list to pass through and filter others: Only allow the domain names added below to be resolved, and other
domain names cannot be resolved. Please pay attention to this setting rule to avoid global network failure;

Filter List

Displays all added filtering rules.

Add: Add the domain name that needs to be managed and resolved.

Add

*DNS domal | www baidu com

cancel “

n

If select "Close", any domain name added below will not be blocked from resolution and can be accessed normally ;

If select "Filter the domains in the list and allow others to pass”, it means that the domain name added below will not be resolved
(cannot be accessed), but the domain name outside the rule can be resolved and used normally; for example, the domain name
configured in the figure above is baidu.com, and the terminal fails to access the domain name;
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If select "Allow others in the list to pass through and filter others", it means that only the domain names in the list can be resolved
and accessed, and the domain names not in the list cannot be accessed. For example, if baidu.com is filled in above, the terminal
can access it normally, but the other domain names will fail to access, such as accessing qq.com will fail.

@ qacom

RIEHEE T E

Import: Import the backed up domain name filtering file into the device to restore the rules.
Export: Export the current domain name filtering rules to achieve backup.
Batch Delete: Delete selected rule entries in batches.

4.4.4.2 Domain name redirection

Redirect a domain name to another domain name, mean redirect it to a separate IP domain name address. Domain name

redirection can redirect a website with http protocol to another website with http protocol. It should be noted that domain name
redirection does not support https websites.
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Redirect List

Displays all added redirection rules.

Add: Add redirection rules as needed.

Import: supports redirection rules in rule format. If we don't know the rule format, we can add a redirection rule first and then
export it, then add or modify the content in the original file (please be sure to follow the original file format, otherwise the rule
import will fail).

Export: Supports exporting the created redirection rules. If no rules are added, the exported file content will be empty

* DNS domal

n

* Redirect 10

DNS domain: fill in the domain name that needs to be redirected. Be sure to fill in the domain name according to the standard

domain name and the domain name must be a real http website domain name;
Redirect to: which new http website should be redirected to.
For example: To redirect the website www.people.com.cn to www.youth.cn, add the rules as shown below:

Add

“DNS domal | www peaple com cn

n

* Redirectto | www youth cn

The access address is www.people.com.cn, and the web page actually jumps to www.youth.cn

4.4.5 QQ Filtering

What is filtered here is the QQ login that is not logged in by mobile terminals, that is, the QQ number logged in by mobile
terminals such as mobile phones cannot be filtered.
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Filtering mode: Close, The following numbers are allowed and others are prohibited, Block the following numbers and allow
others.

1. Close: If you choose Close, all the rules created below will not take effect;

2. The following numbers are allowed and others are prohibited: After enable it, the QQ numbers added below can be used
normally, and other numbers cannot be logged in. If this rule is created after logging in, the logged-in QQ numbers not in the rule
will automatically go offline in one minute;

3. Block the following numbers and allow others: After enable it, the QQ numbers added below cannot log in successfully. If
they have logged in successfully online, the QQ numbers set in the rules will automatically go offline in one minute. QQ numbers
not included in the rules can go online normally.

A blocked QQ number can only log in normally when the rule is turned off, otherwise it cannot log in online.

Record login account log: After turning it on, the system will record the QQ number login log.

For example: If you add the QQ number "3234859048" and select the filtering method as "Block the following numbers and allow
others”, then the QQ number will change from being online to being offline and will not be able to log in again.
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After enabling the access control log, logging into the account will trigger the rules and generate log records. In the log category
of " Router " - " System State " - " System Log " - "Log List", select Access Control Log from the drop-down menu to view it, as
shown in the figure:
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Access control log

Behavior management log

QQ filter rules list
Add: to add the QQ number that needs to be controlled and filtered;

Describe
* QQ number S Add
Managed time | Al periods View time group

All periods

Custom

Rule describe: Customize the rule name to distinguish it from other rules;

QQ number: Fill in the real and correct QQ number, otherwise the filtering function will be affected;

Managed time: that is, the time period during which the rule is effective. QQ filtering rules are not effective outside the set time
period.

4.5 VPN

Support IPsec, L2TP, PPTP and OpenVPN;
4.5.1 IPSec

Used to manage the establishment and connection of IPSec network-to-network. The IPSec function needs to be enabled on both
ends of the connected routers.
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Generally, network-to -network is used in scenarios where the trust between the two parties is extremely high, can achieve the
effect of mutual access to intranet resource services.
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IPSec network to network

After the state is enabled, the network- to-network is take effective;
IPSec network to netwrok list

Add network- to-network rules as required

Add:

Namo
Active connection
Keep connected || Keep connected with Ping
Local tunnel inferface  WAN1
Mode @ Main mode Aggressive mode
Local petwork
* Subnel mask 255255 255

Local identity ID type @ NONE FODN USER_FODN

Remote tunnel address fype @ Static address Dynamic address

Remole tunnel address
Remote network
* Subnet mask 256 2662550
Remote identity ID type @ NONE FQDN USER_FQDN
Ike auth mode  IKE-PSK
PSK key

Advanced seting

e “

Name: Customized network-to-network name, the rule is 1-31 characters, Chinese characters, letters, numbers and _-!@#$%"&*().;

IPSec network-to -network active connection: Enable IPSec network-to-network active connection, the device will actively initiate
a connection request to connect with the other end; if the local end turns off IPSec network-to-network active connection, the
device will not actively connect to the other end device, but wait for the other end device to initiate a connection request
(provided that the other end has enabled active connection); If both parties do not check the active connection, then neither party
will actively initiate a connection request, can only manually click "Connect”;

Keep connected: After checking, keep pinging the other party's intranet;

Local Tunnel Interface: Which WAN port is used to establish network- to-network. If WANT is selected here, the IP address of
WANT1 on the other end must be filled in when filling in the "Remote Tunnel Address" (dial-up mode is not supported);

Mode: Select main mode or aggressive mode according to your needs. The difference between the two is that the main mode
encrypts the identity ID, while the aggressive mode does not. Other configuration methods (the process) is basically the same;
Local network: that is, the local intranet segment address. For example, if the local intranet address is 192.168.1.1, its format is
192.168.1.0;

Subnet mask: The system default is 255.255.255.0, and the size of the mask can be modified as needed;

Local identify ID type: The system defaults to NONE, and NONE does not require an ID. If you confirm that the local ID has other
types, please select "FQDN" or "USER_FQDN" according to the actual situation, and enter the local ID in the input box below



* Name

Active connection

Keep connected Keep connected with Ping

Local tunnel inlerface  WAN1

Mode @ Main mode Aggressive mode

Lacal network

*Subnetmask = 2552552550

Local identity ID type ~ NONE FQDN @ USER_FQDM

Local identity D

Remote lunnel address type @ Stalic address Dynamic address
Remote tunnel address
Remate network
*Subnet mask | 2552562550
Remote identity ID type @ NONE FQDN USER_FQDN
lke auth mode | IKE-PSK
PSK key

Advanced setting

Remote tunnel address type: the type of external network connection of the peer device, which can be either static or dynamic

(the dial-up type is not supported, or you can apply for a public IP address from the operator). It is generally recommended to use
a static address. If a dynamic address is used, the network-to-network connection will fail if the external network address changes.
Remote tunnel address: the external IP address of the peer device. This address is preferably a static public IP address. If a
network- to-network connection is created between intranets, the public IP addresses of both devices need to be filled in.

Remote network: This is the intranet IP address of the peer device. If the peer device is 192.168.8.1, then 192.168.8.0 should be
filled in here .

Subnet mask: The system default is 255.255.255.0, modify as needed;

Remote identify ID type: The system defaults to NONE, and NONE does not require an ID. If you confirm that the remote ID has
other types, please select "FQDN" or "USER_FQDN" according to the actual situation, and enter the remote ID in the input box
below;

IKE Auth Mode: By default, only IKE-PSK authentication type is used;

PSK key: Set the verification key. The keys on both ends must be consistent for verification to succeed. Otherwise, verification
failure will result in failure of network-to-network creation .

In advanced settings, the default configuration is generally used. If the peer device is not a product of the same company, please
be sure to note that the encryption type is AES128.

Remote lunnel address
Rermote network
Subnet mask 2552552650
Remote identity ID type @ NONE FQDN USER_FQDN
Ike authmode | IKE-PSK
PSK key
Atvanced setiing

IKE DH Group group1 @ group? groups

IKE encryplion  AES128

IKE auth @ MD5
IKE effective tme. 3600
PFS Dissble @ Enable

PFSGroup  group! @ group2 groups

IPSec data encryplion | ESP-AES128

IPSec data auth @ MDS

Sheffectve tme 3600

IPComp Disapie. @ Enable

sl “

Each network-to-network rule created is displayed in a list format, and the rules can be modified, connected, and deleted in the
displayed list.
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If the network-to-network connection is in connected state, it will also be displayed as "Connected" in the list, and the buttons in
the operation bar will become "Modify, Restart, Disconnect";
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4.5.1.2 IPSec Point-to-Network

Used to manage the establishment and connection of IPSec point to network. Used for computers to connect to the server using
the client. That is, after it is turned on, this system will become the server of IPSec point to network

E=  SMBWIFi > SmartRouter and AP Management System M — 0 Global config @ Health (")Reboot [ Sign out

t. Overview

o

2 Interface @ ["3ec point w network

Auth
7 Wireless
Switch

3 Cloud

= System
IPSec point to network

State: Enable or disable the point to network service status. Only when it is enabled, the rule parameters be configured.

Local network: that is, the local (server) intranet address. If the intranet address is 192.168.1.1, this should be filled in as
192.168.1.0;

Subnet mask: The default is 255.255.25.0, and the mask segment can be modified as needed;

IKE Auth Mode: This item cannot be selected. There is only one authentication mode, IKE-PSK. To enable this function, please fill
in the PSK key.

PSK key: Input the key . When the client connects to the server, the key must be filled in correctly, otherwise the connection will fail.
Advanced settings: The parameters in this item are generally not modified, but the client must be configured according to the
requirements here when connecting to avoid connection failure.
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Note: IPSec point-to-network client connection requires the use of dedicated VPN connection software, and vpn-client-2.1.7-
release.exe is recommended.

4.5.2 L2TP IPSEC

L2TP IPSec is an industry-standard Internet tunneling protocol that is similar in function to the PPTP protocol. It uses point-to-
point connections, provides header compression, tunnel authentication, and uses multiple tunnels

4.5.2.1 L2TP IPSec

Configure the L2TP IPSec server
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L2TP IPSec Service: Enable or disable the L2TP IPSec server. Only when it is enabled, the server parameters be configured.
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PSK Key: Input the PSK key;

Port: The default port of L2TP IPSec is 1701, which is usually not modified;

Client address: the DHCP address pool range assigned by the server to the client. This IP is the virtual IP when connecting to L2TP.
Please do not set this IP in the same network segment as other IPs on the router, otherwise it will cause IP conflicts and network
failures.



4.5.2.2 L2TP user

The client should have an account and password to connect to the server. In this menu, can create a user account and an L2TP
account. The client can use this account to connect the VPN service.
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Supports conditional filtering and searching for users by user name and remarks, and user information that meets the filtering
criteria is displayed in the " User List ".

SMB Wi-Fi > Smart Router and AP Management System M { Globalconfig @ Health (*)Reboot [ Sign out

S ate F Security Behaviar VPN
@& Monitori
@ g F < L2TP user L2TP client
& Interface L2TP user
& Router | Screen v
O Search @ Clear
© Auth
| userlist + Add 2 Refresh
T Wireless
Maximum number of supported configurations
& switch N
Index  State Username Password Connection time Virtual interface Assign IP Receive data Send data Remark Operation
3 Gloud N
= system Total 0 - 10/page Gote 1

Display the added L2TP user account information.
Add: Add L2TP account.

sue @D

* Usemame

* Password

Remark

State: Set the user account status to enable or disable. A disabled account cannot be used normally.
Username: Set the user account;

Password: Set the user connection password;

Remarks: Optional item, define the remarks content.
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@ Monitori
& " 2TPIPSec  L2TPuser  L2TF
& Interface o L2TP user
& Router | Screen

User list + Add < Refresh
© Auth | Us efres:

Maximum number of supported configurations 1024

T Wireless

Index State Username Password Connection time Virtual interface Assign IP Receive data Send data Remark Operation
[ Switch ' @D 123 123456 0 days, 00:00:00 0B

_—— R Goto 1

3 Cloud
= System

After the account is added, it is displayed in a list format. The account can be revised or deleted. The list also displays the
connection status and data reception of the current account.

4.5.2.3 L2TP Client

Build the connection by the account from L2TP server. It should be noted that the client of this system cannot use the account set
by the server of this system. The maximum number of supported clients depends on the device model. The maximum number of
supported clients varies for different models.

SMB Wi-Fi > Smart Router and AP Management System M {l Global config @ Health eboot [ Sign out

L Overview
& Monitoring 55
L2TP IPSec
B Interface o L2TP client
L2TPDial th e T password pre & Serves
& Router | client list Bal gt & Import VPN account T Refresh
Maximum number of supported configurations 4
@ Auth
Index State® Username: Passwords Serveraddress® Serverport® PSKkey® Workingmodes Connection status Local IP address Peer P address Ct Operation
T Wireless 1 - - - 1723 Line borrowing
. 2 B - - 1723 12345678 Line bormawing
E switch
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1 »
= System Total 4 - 10/page Goto 1

Client list
Display the connection status of L2TP client; It should be noted that L2TP client account and PPTP client account are shared. The
list operation bar supports account config, link up and link down.

Configuration: configure and modify accounts, rule parameters, etc.

Config L2TP
State
Quitiet Interface
* Usemame
* Password
Server address
Server port 1701
MU — 1400

Working mode Tunnel @ Line borrowing

Server net segment

IPSec encryption
IKE encryption ~ 3DES
IKEauth @ MDS SHA1
IPSec data encryplion  ESP-3DES

IPSec data auth @ MDS

iy “

State: This refers to the usage status of the account. When it is disabled, the account cannot be used.

Outlet interface: which WAN port does the L2TP client is outlet; The selected WAN port must be unobstructed and available.
Username: user account;

Password: L2TP user login password;

Server address: Enter the public IP address of the L2TP server;



Working mode: Select tunnel mode and line borrowing mode;

Tunnel mode: The router is used only as a VPN connection. It can share the internal resources of the virtual network segment, but cannot access the
external resources of the server (that is, the borrowing line function cannot be used).

Line borrowing mode: The router client can borrow the server's network to access external resources through the server's network, but cannot access
the server's internal resources.

Server net segment : This item is effective only when the tunnel mode is selected. Enter the server's intranet segment here ( for example, if
the server's intranet address is 192.168.2.1, then enter 192.168.2.0/24 here). Note that the server's intranet segment cannot be the same as
the local segment. If they are the same, please modify the local segment or the server segment .

IPSEC encryption: whether to enable IPSEC encryption. If the server has enabled encryption and set a key, you must also enable it
here and enter the password set by the server;

PSK key: Enter the key set on the server;

IKE encryption: encryption method, 3DES by default in this device;

IKE auth: MD5 by default for this router. If the server is SHA1, please select SHA1;

IPSEC data encryption: ESP-3DES5 encryption by default for this router. please check the server’ s encryption before making any
changes.

IPSEC data auth: MD5 in default for this router. Please check the server’ s data before making any changes.

Import VPN account: When the device supports multiple L2TP clients and multiple L2TP clients, can batch import the VPN
accounts. The batch imported accounts are all in borrowed line mode.

Import VPN account

Format:\PN, account, password, ress

(cne for each line, sepa ended by English commas)

Example:VPN1,usemame1 password1,1.1.1.1
VPN2 usemame2 password2,2.2.2.2

Batch configuration: Batch modify and edit parameters of established connection rules

Batch configuration L2TP
sate @D

Outlet interface
Server address
Server port
MTU
Working mode
Server net segment
IPSec encryption
IKE encryption

IKE auth

IPSec data encryption

IPSec data auth

Refresh: Refresh all information in the list

4.5.3 PPTP

PPTP VPN is a network technology that works at Layer 2 and supports multi-protocol virtual private networks.
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i Ovenview

i oo PPTP service

@ Interface o PPTP setvice ) PPTP

& Router State

ance! modification Save configuration

@ Auth

D))

Wireless
& switch
F& Cloud

= System

4.5.3.1 PPTP Service
Used to configure PPTP server status and parameters.
= SMBWIFi > Smart Router and AP Management System M _ { Globalconfig @ Health (")Reboot [ Sign out

s Overview

) Monitoring PPTP service

& Interface o PPTP service

@ Auth

T Wireless

£ Switch
Advanced options B MPPE encryption CCP compression

= System

PPTP service is working under PPTP service state is enabled.
= SMBWIFi > Smart Router and AP Management System (M _ {i Global config @ Health (')Reboot [ Sign out

i Ovenview

@& Monitorin
” 9 PPTP service
& Interface o PPTP service
& Router sae @D
Port 172
© Auth
Address pool 172 100 1.10

T Wieless DNS assigned to

clients
55 Switch

Advanced options B MPPE encryption CCP compression

3 Cloud Cancel modification Save configuration
= System

State: Disable or enable the PPTP service.

Port: The default port of the PPTP server is 1723. The system generally has fixed settings for each VPN port and generally does not
make changes. Before modify it, please confirm whether the modified port has any conflicts;

Address pool: The available range of IP addresses allocated to clients. Enter the starting address in the first input box and the
ending address in the second input box. For example, the format is: 10.10.10.100-200; allocated to clients;

DNS assigned to clients: The DNS address assigned to the client. It is recommended to fill in the local DNS address;

Advanced options: Support MPPE encryption and CCP compression. If check this option, should check the corresponding
encryption method when configuring the client .

4.5.3.2 PPTP users

After creates a PPTP user account and the PPTP user connection is successfully, the account connection status, time, data sending
and receiving, and mark information are displayed in the list.
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T Wireless
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Supports conditional filtering and searching for users by user name and remarks, and user information that meets the filtering
criteria is displayed in the " User List ".

= SMBWIFi > SmartRouter and AP Management System M () Giobal config @ Health Reboot [ Sign out
i Overvew System state Flow controf Security Behavior VPN Advanced Diagnosis
@ Monitori
@ b PPTPservice  PPTPuser  PPTP dlient
@ Interface PPTP user
Greate a PPTP account, and fhe client can use the account here 1 connect to the VPN service
& Router | Screen N
Q Search @ Clear

@ Auth

| User list + Add 2 Refresn
7 Wireless

Maximum number of supported configurations: 1024

Z Switch

Index  State Username Password®  Specify IP¥  Type®  Connection time Virtual interface AssignIP*  Dialin|P¥  Receive data Send data Remark®  Operation
3 Cloud
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User list

Display the added PPTP user account information.
Add: Add a PPTP user account. Different router can create different number of PPTP users, different router can support different
number of PPTP users. Please pay attention to this.

Add
state @D
* Usemame
* Password
Specify P
Type © VPN tunnel VPN line borrowing
Client net segment

Remark

Sone n

State: After it is enabled, the account can be used normally. After it is disabled, the account cannot be used (dial-up fails);

Username: Set the user account. The rule is 1-31 characters, including Chinese characters, letters, numbers and _-1@#$%"&*().,

Password: Set the PPTP dial-up password, the rule limits 4-31 characters ;

Specify IP: Set a dedicated IP address for the account. This address cannot conflict with the client or server intranet address. After specifying
the IP address, only the account can use this IP address, and this IP address will not be allocated to other accounts. If the specified IP is
empty, the client will default to using 172.100.1.101;

Type: Select the type of PPTP account: VPN tunnel, connects two LANs to form a virtual LAN, mainly used for LAN shared access; VPN line
borrowing , the client accesses the Internet through the server's external network line, which can be understood as an IP proxy. The client
can use the borrowing line as a policy routing rule to allow the required data to go through the VPN borrowing line path;

Client net segment: In VPN tunnel mode, fill in the client intranet segment address. For example, if the client intranet address is 192.168.2.1,
should fill in 192.168.2.0 /24 here. No need to fill in the borrowed line mode ;



4.5.3.3 PPTP Client

This router is work as PPTP client, should dial to the PPTP server by the account and password provided by the server . The
account at the PPTP client and the L2TP client account are shared, so if an account is added and edited in the L2TP client, the

same account will be showed in the PPTP client list.

SMB Wi-Fi > Smart Router and AP Management System (M — & Global config e ()Re [ sign out

i Ovendew

System state Flow control Security Behavior VPN Advanced Diagnosis
Monitorir
@ g PPTPsenvice PPTPuser  PPTPclient
& Interface o PPTP client
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& Router | Client list @ Batoh configuratior & Impart VPN account T Refresh
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@ Auth
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[l »
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Client list

Import VPN account: When the system supports multiple PPTP client dial-up and multiple VPNs need to be dialed at the same
time, can import the VPN account from import VPN account; The default imported VPN account is the borrowed line mode; if the
system only supports 1 client dial-up, even if multiple accounts are imported, only the first VPN account can be successfully
imported.

Import VPN account

Example:VPN1,usemname1 password1,1.1.1.1
VPN2 usemame2 password2,2.22 2

Batch configuration: If we want to configure multiple or a certain VPN account,can click Batch configuration.

Batch configuration PPTP
sate @D
Outlet interface
Server address
Server port

Advanced options

MTU

Working mode

Server net segment

Bandwidth setting
Up(KB)

Down(KB)

Config: Modify the PPTP client account configuration content.



Config PPTP
State
Outlet interface
* Usemname
* Password
Server address

Server port 1723

Advanced options MPPE encryption

GCP compression
MTU 1400
Working made Tunnel @ Line borrowing
Server net segment
Bandwidth setting
Up(KB)

Down(KB)

Cancel

State: After it is enabled, the account can be used normally. After it is disabled, the account cannot be used (dial-up fails);

Outlet interface: Select the client data export (WAN port) port. After being specified, the client data will only be exported from this
WAN port. The specified export must be unobstructed and usable. The system generally defaults to ALL, which means all the WAN
port used by the current system can be used. This client account can be used randomly as an export;

Username: user dial-up account;

Password: user dial-up password;

Server address: Fill in the server's public IP address;

Server port: the server port. The default port is 1723. Before modify it, please confirm the server port appropriately.

Advanced options: support MPPE encryption and CCP compression. Before selecting these two options, please confirm with the
server whether they are supported;

MTU: The default value is 1400, and it is generally not recommended to modify it;

Working mode: Select the mode of the account client, either tunnel mode or line borrowing mode ;

Server net segment : Fill in the network segment of the server's intranet. Note that the server's intranet segment cannot be the
same as the local network segment. If same, please modify the local network segment or the server's network segment . For
example, if the server's intranet address is 192.168.8.1, then 192.168.8.0/24 should be filled in here;

Bandwidth settings: Set the uplink and downlink speed limits for this account. The default value is 0, which means no limit.

When the client is connected successfully, the user list column on the server will show that the account is connected and related
data, the connected client account operation column will be displayed in the client connection list, supporting modification and
disconnection operations on the current account.
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4.5.4 OVPN

The application layer VPN is implemented based on the OpenSSL library, which has the advantage of being simple and easy to

use.
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4.5.4.1 OVPN settings
After the OVPN status is enabled, pls select the OVPN mode as OVPN server or the OVPN client.

= SMBWIFi > Smart Router and AP Management System (M CHEEIEED  covoiconts @besith  (DReboot [ sign out

OVPN settings
i Ovenview /]

siate (@D

Mode @ Server Client

(2 Monitoring

Bt et e Protocol @ TCP upP

epalive timeout(s)
& Router Keepalive timeout
Enable TLS
2 Auth
Cipher BF-CBC
T Wireless Auth  SHA1
MTU pems

[ Swich

Cloud

B8

Qvpn virtual

Ovpn virtual net segme

= System

Interworking betwee

Allowe

li Add

Cancel modification Save configuration

& Export client ovpn

State: Only when the OVPN status is enabled, the next step parameters be configured;

OVPN Mode: Select whether this router is the OVPN client or server;

---Server---

Protocol: Customize the protocol used by the OVPN service. The default is TCP protocol;

Keepalive timeout (seconds): If no data is received from the client within the set time, it is considered a connection timeout;

MTU: define the MTU value of VPN data transmission, which is used in special environments and generally kept at the default value;
Port: customize a port used by the OVPN service. The default is 4443, which can be changed to other unoccupied ports. Please check to
avoid conflicts with other ports before changing.

OVPN virtual network segment address: customize a virtual network segment address used to connect to VPN. This network segment is
used to assign the client's OVPN address (please avoid the network segment in use. If you are using 192.168.XX, please use the IP segment
of 10.X or 172.X);

OVPN virtual net segment mask: customize a virtual network mask used to connect to VPN;

Interworking between users: After it is enabled, OVPN clients can communicate with each other;

Allowed intranet segments: Allow the VPN client to access the internal network segment after connecting in. Fill in the network segment in
the local area network.

---Client---

Protocol: Select the protocol type used for the VPN connection. It must be consistent with the protocol type on the server, otherwise the
VPN connection will fail.

Keepalive timeout (seconds): If no data is received from the client within the set time, it is considered a connection timeout;

MTU setting: The MTU value of the VPN connection can be customized by the user, and the default value is generally used;

Username: Enter the OVPN account provided by the server ;

Password: Enter the OVPN password provided by the server;

Server address: Fill in the OVPN server public IP address plus the server port. If there are multiple public networks on the server, click the
Add button to add it.

4.5.4.2 OVPN user

Create an OVPN user account. The client can use this account to connect to the VPN service.
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Supports conditional filtering and searching for users by user name, and user information that meets the filtering conditions is
displayed in the " User List ".

= SMBWiFi > SmartRouter and AP Management System M { Global config @ Health  (")Reboot [ Sign out

5 Overview

System state Flow control Security VPN Adv
Monitori
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& Interface OVPN user
Create an ovpn user account, and the client can use the nnect to th it
&= Rouer | Screen v
Q Search @ Clear
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| Userlist + Add 2 Refresh
T Wireless
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E swich
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User List

Display the added PPTP user account information.
Add: Add an OVPN user account.

siate @D

Client type @ PC Router
* Username

* Password

User status: The user account can be used normally when it is enabled, and the account cannot be used normally when the status is disabled;
Client Type: Select the type of client;

Password: The password corresponding to this account set by the server;

Intranet net segment: This item is only available if the client is a router type. Please fill in the intranet segment of the client router . It should
be noted that the client's intranet segment cannot be the same as the server's intranet segment .



sae @D

S P

Usemame

* Password

Intranet net segment [ 2552552550

4.5.4.3 OVPN Certificate
It require OVPN certificate for OPVN function; The OVPN certificate will be used for the 314 certification identify, support it in
default for this router; Can update the certificate after uploading the new one.

SMB Wi-Fi > Smart Router and AP Management System M { clobalconfig @ Heaith

i Overview

Ttre VPN
@ Monitori
@ = OVPNsettings OVPNuser OVPNcerlificale  OVPNstalus  OVPN log
& Interface o OVPN certificate
& Router | Default certificate
@ Auth
| Certificate management

T Wireless Index Certificate name State Operation

1 cacrt Default Upload Downioad
£ Switch 2 dni024pem Default Upload Download

3 senvercrt Dedautt Upload  Dawnload
3 Cloud

4 serverkey Detaut Upload  Download
= System 5  chentont Detault (Empty) Upload

client key Default (Empty) Upload
Total 6 n 10/page Goto 1

The system comes with its own certificate.

Certificate Management

The operation item can upload a new certificate or download the currently used certificate. After updated the new certificate, it
supports "Restore Default” certificate.

4.5.4.4 OVPN status

When the client dials successfully to the server, the current OVPN connection status can be viewed on this client side.

SMB Wi-Fi > Smart Router and AP Management System M _ { Globalconfig @ Health (') Reboot

® i
Y PN user PN certificate  OVPN status
B Interface o OVPN status
& Router | Status information
Not open
@ Auth

7 Wireless

E switch

4.5.4.5 OVPN log

Record OVPN related logs. The operation items support refresh and delete operations. Deleted logs cannot be restored.
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& Router | Screen
Log list O Delete 2 Refresh
© Aun | Leg [ Delete
Index Time News
T Wireless 2025-03-21 10:46:42 Curent Parameter Settings:
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£ switch
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= System
6 20250321 104642 shaw_ciphers = DISABLED
7 20250321 104642 show_digests = DISABLED
8 20250321 104642 show_engines = DISABLED
8 2075.03.21 104642 genkey = DISABLED
10 20250321 10:46 42 key_pass_file = [UNDEF]

4.6 Advanced
4.6.1 Port Mapping

Configure mapping rules to map the intranet port to the external network so that other hosts on the external network can access
the port content.

SMB Wi-Fi > Smart Router and AP Management System M lobal config @ Health

&3 | Overviow System state Fiow control Security Behavior PN Advanced

@ Monitoring Port mapping
o Port mapping - e

B Interface ;
port retum @D FulCone NAT DM
& Router | Mapping list AT conversior + Add * import + Export
” -
Maximum number of supported configurations 1024
@ Auth "
Index State Describe Protocol Source addres: ort internal port Intranet IP address WAN Port Operation
T Wireless
it Mirros
& swich N
Total 0 - 10/page Goto 1
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Port return: The system generally enables port return by default;

FullCone NAT: The system is disabled by default. It is generally recommended to enable this function in a CDN environment.
Mapping List

Add : Add a mapping rule.

satz @D

* Describe
Protocol Al{DMZ) © TCP TCPUDP

Source address fimit

* External port

* Internal port
Intranet IP address

WAN Port

Cancel

Status: Whether the rule status is enabled. If it is disabled the mapping rule will not take effect.



Protocol: Select the mapping protocol type. Unchecked protocols will not be mapped successfully.

Source address limit: Only the filled-in address (or address segment) can access the mapped content. If it is empty, it means no
restriction;

External port: The terminal accesses the mapped content through this port plus the WAN port IP address where the mapped host
is located. This port cannot conflict with other local ports;

Internal port: The port used when the internal LAN accesses the mapped machine, which is generally determined by the software
itself. If the internal port to be mapped is the same as the external port, please do not fill in the internal port;

Internal IP address: The internal IP address that needs to be mapped, which is a required field;

WAN port: Select the port mapping rule export. The terminal accesses the mapped host or address through the set WAN port IP
plus port.

Import: Can import port mapping rules in batches. If import file format and rules are not insured,can add a mapping rule and
then export it. Can add, delete, and modify the content in the exported file, then import it again.
Export: Export the mapping rules created in the system.

Batch Delete: Check the created mapping rules and click the Batch Delete button. The deleted rules cannot be restored.

Are you sure you want to delete the selected items in

Fanee!

batch

4.6.2 UPNP setting

UPnP is a communication protocol standard. If the computer supports UPnP mechanism and the computer UPnP function is
turned on, the UPnP function of the router can be enabled. After enabling UPNP, P2P download software will have a certain
acceleration effect, but at the same time it will also generate a greater load on the network. Excessive P2P downloads will affect
the normal use of the network. Please use this function based on the request.
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4.6.2.1 UPNP setting

Enable UPnP: The default state is disabled, can configure the corresponding rules after enabling it;

Default WAN port: Select the WAN port where the UPnP port is mapped;

Show in Network: After selecting Enable, the application software that needs to automatically map ports will be displayed in the
list, making it easier for administrators to view the software types in use;

Route List

Displays the currently generated UPnP information.

Add: Manually add UPnP enable rules;



state @D

Describe

* Intranet IP addr

State: Control switch for a single rule, enable or disable;

Describe: A brief note and description of the rule;

Internal IP address: The internal IP address that the rule is effective for;

WAN port: The external network outlet where the rules take effect.

Batch Delete: Batch delete the selected currently generated UPNP information.

4.6.2.2 UPNP state

Displays the status information after UPNP is enabled. The operation items support "Refresh Now" and "Delete All".
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4.6.3 DMZ settings

Map the entire device to the external network.

= SMBW-Fi > SmartRouter and AP Management System M — { Globalconfig @ Health (')Reboot [ Sign out

&& Overview Behavior Advanced Diag

@ Monitoring

DMZ setting
i | JC
Enable DMZ

o TN

@ Auth NS [

7 Wireless

£ Cloud

DMZ setting

When the IP of an internal machine is filled into this DMZ option, the legal IP address of the router WAN port will be directly
mapped to this machine. That is to say, packets coming from the WAN end, if they do not belong to any internal machine, will be
sent to this machine (that is, this machine will be completely mapped out).
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Enable DMZ: DMZ is disabled by default, and rules can only be configured when it is enabled.

Destination address: needs to be set to the internal machine IP address of the DMZ;

Source address limit: Optional, the address or address segment allowed to be accessed by the external WAN port . The three
formats allowed are " 202.103.24.68 ", "202.103.24.68-202.103.44.150", and " 202.103.24.0/24 ".

4.6.4 NAT conversion

Used to convert intranet addresses into external addresses so that intranet users can access the external network normally.
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4.6.4.1 NAT one to one

By configuring NAT rules, the source address of data sent by a host is converted into a corresponding external network address,
so that internal network users can access the external network normally.

state (@D
* Describe
* Intemal address

* External addres

s

Open protocol I TCP/UDP

Open port

* WAN Port

NAT List

Add: Add a one-to-one rule.

State: Whether the rule status is enabled. If it is disabled, the created one-to-one rule will not take effect.

Describe: Add a description of the rule to make it easier to distinguish among many rules;

Internal address: Fill in the local area network address for one-to-one network address translation. For example: 192.168.1.100;
External address: Fill in the external address for one-to-one network address translation. For example: 218.35.97.7 ;

Open protocol: Select the protocol that needs to be open for conversion;

Open port: Fill in the open port of the external address. If it is empty, it means all ports are open. The format is: 100,200,300:305;
WAN port: Select which WAN port is the one-to-one internal host data export.



Import: Import the exported NAT rules into the device where they are needed, and use them as list rule recovery;
Batch Delete: Batch delete the rules in the selected rule list.

4.6.4.2 NAT many to many
By configuring NAT rules, the specified intranet continuous addresses are converted into specified external addresses, so that
intranet users can access the external network normally.

Add
st @D
* Describe

Source address

Set as extension address (D)

* IP address
* Subnet mask 2552552550
Destination address
Type © Arbitrarily Subnet
* WAN Port

Translation address

et “

NAT List

Add: Add many-to-many rule.

State: Whether the rule status is enabled. If it is disabled, the created many-to-many rule will not take effect.

Describe: Add a description of the rule to make it easier to distinguish among many rules;

Source address is set as extension address: whether to block the intranet extension address, generally the default is on;
Source IP address: an IP address in the intranet that needs to be converted, which is a required field;

Source address subnet mask: Enter the subnet mask, generally the default value is sufficient;

Destination Type: Select the type of conversion.

WAN port: specifies the export of converted data;

Translation address: Fill in the IP address segment to be converted. This address segment supports a maximum range of 16
addresses, such as: 221.18.10.6-221.18.10.21.

Export: Export all current rules of the NAT list for use as a backup of the list rules. The exported rules will be directly downloaded
to the specified path through the browser and saved;

Import: Import the exported NAT rules into the device where they are needed, and use them as list rule recovery;

Batch Delete: Batch delete the rules in the selected rule list.

4.6.5 Routing Settings

This unit is mainly used to configure the routing table. The routing table refers to a table stored on a router or other Internet
network device, which stores the paths to specific network terminals and, in some cases, some metrics related to these paths. The
main job of a router is to find the best transmission path for each datagram passing through the router and effectively transmit
the data to the destination.
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4.6.5.1 Routing Table

The current routing table is automatically generated by the router and is provided to users for viewing but cannot be modified.

SMB Wi-Fi > Smart Router and AP Management System M lobal config @ Health eboot [ Sign out
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Current routing table
Display all current routing table information, and only refresh operations can be performed.

4.6.5.2 Static Routing
In some special environments, please manually specify the path of the static routing table, as shown in the figure:
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Describe

Destination address

* Subnet mask

Gateway

* metric

* Network Interface

Describe: Customize the specification description content to facilitate differentiation in rules;
Destination address: the destination IP address of the static routing table;

Subnet mask: Configure the subnet mask as required;

Gateway: Fill in the gateway address according to the actual situation;

Metric: Generally, the system defaults to 0 and does not need to be modified;

Network Interface: Select the WAN port of the static routing table.



Displays all static routing table information and supports modification and deletion of single information.

Batch Delete: Batch delete selected routing table rules.

Refresh: Refresh the displayed information of the current list.

For example: If there is a layer 3 switch connected to the lower layer of the router LAN1 port, the IP of the switch is 192.168.1.244
, and the layer 3 switch has a network segment of 172.15.2.1/24. The host under the layer 3 switch uses the IP of the 172.15.2.X
network segment to access the Internet, and uses 172.15.2.1 as the gateway address. Then, we need to add the static route as
shown in the figure to enable the host under the layer 3 switch to access the Internet normally.

* Describe

* Destination address

* Subnet mask

* Gateway

* metric

* Network interface

4.6.5.3 IPv6 Routing Table

The principle and function are the same as the above (IPv4) routing table, the difference is that this is an IPv6 routing table

automatically generated by the router.
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4.6.5.4 IPv6 Static Routing

The principle and function are the same as the static routing (IPv4) mentioned above. Please refer to "Static Routing" and fill it in
according to your needs and system requirements

* Describe
* Destination address
Gateway

* Network Interface
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By allowing designated users to access designated types of domain names, the domain names will be resolved on designated

DNS exports and DNS servers, which can optimize the domain name resolution solution to a certain extent.
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i Overview ystem state Flow control ecurity Behavior PN Advanced
@ Monitori Port mapping
- ™ Rule  DNS gro NS exit grou
& Interface o Rule y
& Router Default DNS exit group S ot alon
© Auth | Rule list + Add
Maximum number of supported configurations 1024
7 Wireless
index State Describe Order 1 F DNS group DNS exit group Operation
E switch NAT fast forwarding
£3 Cloud
= System

4.6.6.1 DNS rule

By allowing designated users to access designated types of domain names, the domain names will be resolved on designated
DNS exports and DNS servers, which can optimize the domain name resolution solution to a certain extent.
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Default DNS exit group: Select a DNS export group as the default, create at least one DNS exit group before set it.
Rule List
Displays detailed information of all rules.

Add:

Add
sate @D
* Describe
* Order
* Managed IP

DNS group

DNS exit group

State: Control switch for a single rule, enable or disable;

Describe: A brief note and description of the rule;

Execution order: refers to the priority of rule execution. The higher the value entered, the higher the execution priority. If the
execution order of different rules is the same, the rules will be triggered and take effect at the same time; if the same rules are
created and the execution order is the same, the device will randomly execute one of them; if the same rules are created and the
execution order is different, the device will execute the rule with the higher order value;

Managed IP: The rules are effective for those IP addresses or IP segment terminals. The policy rules will take effect on the filled IP
address (segment), where: "All users” refers to all terminals in this network. The added "address group” can be directly selected for use.



Batch Delete: Delete selected rule entries in batches.
Note : If the DNS server or exit group is abnormal, resulting in inability to resolve or resolution failure, access to the domain name
will fail. The rules currently in use cannot be deleted.

4.6.6.1 DNS group

Create or view the DNS group that can classify DNS domain names . DNS group is available in default

SMB Wi-Fi > Smart Router and AP Management System M (i Globalconfig @ Health eboot [ Sign out
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8 ForeignApp System creation

Online Update: Automatically update the DNS group list.

Add:
1. Add DNS group names and custom groups as needed;

2. Click Edit Members of the DNS group to add the members to this DNS group
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3. Add members

| Screen

| Member list

Maximum number of supported configurations 1024

Index DNS domain Operation

4. Enter the member's DNS domain name;

Add

*DNS domai | baidu com

n

5. Added success



baidu.com

| Screen

| Member list

Maximum number of supported configurations 1024

Index DNS domain

[ Delete all

Operation

1 baiducom

Revise

After successful addition, the DNS domain name can be used on the router for all functions related to the relevant options. During

use, the DNS domain name cannot be deleted.

Import: Supports importing DNS groups with specified format file types. If the format is unclear, can export a rule file and then

add it to the file before saving the import;

* File (cfg)

Export: Supports exporting DNS rules
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Batch deletion: Supports batch deletion of manually added DNS groups, but the system's built-in DNS groups do not support

deletion.
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4.6.6.2 DNS exit group
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Add: Fill in the DNS exit group name, DNS server address, and select exit port as required, all three conditions are mandatory;
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Revise: Modify the content of the currently added DNS group;
Delete: Delete the currently added DNS group;

Batch deletion: Support batch deletion after selecting the add rule option.
SMB WI-Fi > Smart Router and AP Management System M _ {) Globalconfig @ Health (")Reboot [ Sign out
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4.6.7 DDNS

Dynamic domain names are mainly used to resolve a dynamic IP into a static domain name for network access. Before configure
and use this feature, please first apply for domain registration on a third-party dynamic domain website and automatically resolve
it to the WAN port of the router. Use this domain name instead of the IP address of the WAN port to access the router's

management page and internal resources using the domain name and port.
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Domain name list
Display a complete list of domain names and connection information.
Add
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help
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WAN port for domain name work: Select the WAN port will be used for the static domain name;

Dynamic Domain Service: Select the domain name server that is registered and resolved, click the expand button to view the
domain name servers currently supported by the system;

User Name: Enter the user name registered on the domain name server;
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Batch Delete: Batch delete the binding information of multiple dynamic domain names.

4.6.8 Port Mirror

The port mirror function is mainly used to mirror internal data to a specified port or host to facilitate management personnel to
analyze network data.

= SMBWiFi > SmartRouter and AP Management System M _ 1 Global config @ Health (')Reboot [ Sign out
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Port Mirroring
Status: The default port mirroring function status is off. You can configure rules only after it is enabled.
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Data direction of the mirror: Select the data direction to be mirrored, whether it is export data, import data, or both export and
import data;

Image exit mode: Select the exit mode of the mirrored data, which can be simply understood as where the mirrored data is
mirrored to - a host IP or a port;

Mirror to Host IP: If the mirror export mode is selected as Mirror to Host IP, then fill in the IP address of the host here;

Mirror to port: If the mirror export mode is selected as mirror to port, please select the corresponding port here.

The port mirroring function can generally be used in conjunction with packet capture tools such as Cole.

4.6.9 NAT Fast Forwarding

Enabling NAT fast forwarding can increase data processing speed
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NAT fast forwarding
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Hardware Speedup: Hardware speedup is a derivative function of NAT fast forwarding, which speeds up the forwarding capability
of the device and improves the data processing speed . Because this function does not pass QoS, turning on hardware
acceleration will cause the flow control rules to fail to take effect. Please disable this function in an environment where the

terminal needs to be speed-limited.
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4.6.10 Wake-up on LAN

This function is mainly used to remotely start a computer (the computer to be awakened must first enable the remote
wake-up setting). Fill in the MAC address of the machine to be remotely awakened into the "MAC Address List" column,
and then click the "Wake Up Now" button. If your computer supports remote wake-up and has enabled the remote
wake-up function, the remote computer will be awakened
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4.7 Troubleshooting
4.7.1 Network Health Index
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Network Health Index

Retest
=  SMBWi-Fi > Smart Router and AP Management System M _ { Globalconfig @ Health ('yReboot [ Sign out
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Wiring status: Check whether the interface is plugged into a network cable;

Negotiation rate: Check whether the negotiation rate of the interface is normal;

WAN port configuration: Check whether the WAN port is correctly configured/the IP address is obtained;

WAN and LAN network address conflict detection: detect whether there is a conflict between WAN and LAN network addresses;
Loop detection: detect whether there is a loop in the network;

Multiple DHCP server conflict detection: detect whether there are other illegal DHCP services in the intranet;

IP address conflict detection: detect whether there is an IP address conflict in the network;

Routing configuration: Check whether the routing configuration is normal and whether the configured routing can communicate
with the external network;

Next hop connectivity: Check whether the next hop link of the default route is connected;

DNS configuration: Check whether a DNS server is configured or whether the DNS server link is connected;

Session number check: Check whether there are rules that limit the number of connections configured on the WAN port and the
IP connection limit too low;

DHCP capacity check: Check whether the address capacity that can be allocated by the DHCP server at the LAN port is sufficient;
Flow control inspection: Check whether there are rules with too low speed limit in the flow control rules;

Cloud service configuration: Check whether the device is connected to the cloud server.

4.7.2 Network Tools
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4.7.2.1 Ping detection
It is used to help administrators understand the actual status of the network's external connections. The Ping detection function
can be used to determine the network status.
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Ping Configuration

IP/Domain Name: Fill in the IP or domain name that needs to be pinged;

Network interface: Select the port from which the ping test is to be conducted;

Protocol version: Select the version to be detected, IPv4 or IPv6;

Ping Packet Count: Set the number of packets for each Ping detection, the default is 20, and the range is 1-1000;

Ping Packet Size (Bytes): Set the size of the packet for each Ping check. The default is 1024 and the setting range is 1-10240.
After configuring the rules, you can click " Start Detection " and the detection results will be displayed below. If you need to stop
the detection, click " Stop Detection " .
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Detection information
Displays information after conditional Ping detection. The record is automatically cleared when exiting the page.

4.7.2.2 TraceRoute
Used to determine the path taken by IP data to reach a target.
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TraceRoute Configuration

IP/Domain Name: Fill in the IP or domain name whose path needs to be determined;

Network interface: select the port from which the data path will go out;

Protocol version: Select the version to be detected, IPv4 or IPv6;

Maximum jump count: Set the maximum jump count between data, the default is 30, the range is 2-30;

Maximum waiting time (seconds): Maximum waiting time setting, the default is 2 seconds, the range is 2-10.

After configuring the rules, you can click " Start Detection " and the detection results will be displayed below. If you need to stop

the detection, click " Stop Detection ".
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Detection information
Displays information after traceroute detection based on conditions.

4.7.2.3 Packet Capture Diagnosis

You can use this page to capture packets and download diagnostic files for viewing .
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Packet capture diagnosis
File format: There are three types of packet capture files to choose from: CAP, SNFFER, and ETHERPEEK ;
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Interface filtering: select the data interface to capture packets;
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MAC address filtering: Select the MAC address of the device to capture packets, the default is all users;
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Protocol filtering: Select the protocol to capture packets;
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File size: the size of the captured file;
Packet capture file: Click to download the captured file. You can use special tools to open the downloaded file for

analysis.
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4.8.3.4 Speed Test Tool
Detect the upstream and downstream bandwidth of the WAN port. Select the WAN port that needs to be tested and click " Start
Speed" . Can " Stop Speed " during the speed test .
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Speed measurement configuration

Select the WAN interface to test the speed.

Node list

Select the location passed during the speed test. If not selected, the nearest node will be automatically selected.

Sneed information



Display the speed test information after detecting the corresponding WAN port according to the node. The record will be

automatically cleared when exiting this page.
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4.8.3.5 DHCP Detection
Used to detect other DHCP servers in the intranet.
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DHCP Server List

After clicking Start detection, if other DHCP servers are found in the intranet, they will be displayed in the list. When you exit the
page, the records will be automatically cleared.

fi. Authentication Management

Manage WEB users and PPPOE users, set user Internet authentication methods, and manage Internet notifications .

5.1 User Management

When WEB authentication and PPPOE functions are needed in the network environment, user accounts need to be created and
managed. This menu mainly implements such functions.

Screen
Added user accounts can be filtered by conditions to view the corresponding accounts
If the filtering conditions are incorrect or need to be changed, click the " Clear " button to clear the entered filtering conditions.
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Supports batch modification, batch unlocking, batch locking and batch deletion of user accounts.
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Add user: The user (account) authentication added here is only applicable to the system's built-in WEB authentication and PPPOE
authentication, and cannot be used for cloud billing and smart WiFi authentication.
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Password
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‘Speed Iyt group
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1P address

Expire

Login count
Remark

Persanas nformatan

Status: The user account status is disabled or enabled. The accounts in disabled status cannot be used normally;

Locking: After checking, the account will be locked;

Username: Set the user account, which is usually letters, numbers or a combination of the two. The length cannot exceed 31
characters;

Password: Set the user authentication login password;

Login method: Select the authentication method for this account. Once the authentication method is selected, the account can
only be used under this authentication method. For example, if the account selects WEB authentication, then it will not be used
for PPPOE dial-up authentication;

PPPOE limit group: If the PPPOE dial-up method is used, there can be a PPPOE limit group where the account can be found. The
system has no limit group by default, so "unlimited speed" is displayed here;

MAC address: whether the account is bound to the MAC address. The MAC address can be unbound,automatic binding, manually
binding;
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Automatic binding: When an account logs in to the Internet for the first time, it will automatically bind to the MAC address of the currently
terminal in use, and then only the terminal with this MAC address can use this account. Otherwise, other terminals cannot use this account;
Manual binding: Banding the terminal’ s MAC address after manually enter it. Only the terminal with this MAC address can use this account,
and other terminals cannot use it.

IP address: If you fill in the IP address, it means that the account can only be used by the terminal with the IP address. Otherwise,
the terminal with a non-filled IP address cannot use this account. If it is blank, it means it is not bound to the IP.

Expiration (time setting): Account expiration time setting. When the account expires, authentication fails and you need to contact
the administrator to modify the expiration time. The expiration time can be set in different ways, as below:

Add
sae @D Locking
* Usemame
* Password
Login mode ~ PPPoE
Speed limit group  No speed fimit
MAC address  Unbound
IP address

Expire | By date

Logneount [~o

Remark | Package time
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By date: After selecting a date on the page and submitting it, the account will expire on the set date and will no longer be able to
authenticate and log in. When selecting a quick expiration date, the expiration date is calculated cumulatively based on the current date;
Package time: Indicates how long the account can be used. If the set time is exceeded, the authentication will fail. If "Repeat interval" is
selected and the interval time is set, it indicates how often the account can be authenticated once. For example, the package time here is 1
hour, the interval time is 5 minutes, and 3 times a day. It means that the cumulative available time of this account is 1 hour. If the terminal
disconnects from the network and needs to be authenticated when reconnecting, there are only 3 authentication opportunities per day, and
each authentication time must be greater than or equal to 5 minutes, otherwise the authentication will not be successful. If Repeat is not
checked, it means that there is no limit on the number of re-logins and the interval time for this account. For this type of package time, the
time will not be accumulated after the account goes offline, and the time will only be counted when the account logs online;

Package flow: the total amount of traffic available for the account. After the traffic is used up, it cannot be used normally.

Package time, offline timing: Same as the package time package mentioned above, but the package time here will have speed control
method: the uplink and downlink speed limit of the terminal using this account.

Login count: how many terminals are allowed to log in at the same time for one account. Entering 2 here means that two different
terminals are allowed to log in at the same time without affecting each other.

Note: Give a brief description of the account;

Personal Information: Create a user account. If you need to fill in the account information, you can fill in the name, phone number,
ID card information and remarks of the account holder here. This parameter is optional and is used for query.

Import: import user account information. If there is no user account in the current system, the export file content will be empty.
You can add an account here and submit it before exporting. Add a new account to the export file content, save and import it.
Export: You can export the current accounts;
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The list supports manual refresh and automatic fixed interval refresh;
Modify All: No need to check and select the user accounts in the list. Click this button to modify part of the account content.
Please check the figure below:

Revise all
sae @D Locking
Password
Loginmode  PPPoE
Speed limitgroup  No speed limit
MAC address Unbound

IP address

* Login count

Remark

Unlock all: The premise of unlocking all is that the user account is in a locked state. The unlocked account can be deleted;

Tips

Are you sure you want 1o uniock all

Lock all: locked accounts cannot be deleted or restored to default;



Tips

Are you sure you want to lock all

Delete All: Online accounts and locked accounts cannot be deleted, so clicking Delete All will only delete offline, expired, and
unlocked accounts ;

Tips
Are you sure you want 1o delete all

Cancet

Delete expiration: delete expired accounts in batches;

Tips

Are you sure you want o delete all expired items

Scheduled deletion: Scheduled deletion of all accounts or expired accounts;
Close: Do not enable the scheduled deletion function;

Delete all: delete all accounts;

Delete Expiration: Delete the account that has expired.



State @ Close

Scheduled deletion

Delete all Delete expiration

More user list operation bars: support modification , deletion, status disconnection and unlocking of individual user accounts .
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Modify: Modify the configuration parameters of the account. If the online user status is set to disabled or the username and password are

modified, the terminal logged in by the account will be offline immediately. The locked account cannot be modified its login username,

should be unlocked before it can be modified;
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Delete: Delete the user account. The deleted account cannot be restored. Online and locked users cannot be deleted . Locked accounts

cannot be deleted before unlocked it.



Tips

B Are you sure you want o delete 1111

Down: If the current account online status is "logged in", click the down button to disconnect, and the corresponding end users will also be
offline;

Tips

) Are you sure you want to disconnect 111

el “

5.2 Authentication Settings
5.2.1 Basic Settings

Can set up authentication after enable authentication function.



SMB Wi-Fi > Smart Router and AP Management System M

Overview

) Monitoring

)

o Basic

Interface

Router

Wireless
Switch
Cloud

System

Save configuration

{ Giobal config

@ Health

(') Reboot

[ sign out

Basic Settings
For the local WEB authentication function, check to select it, no need to enable other authentications ways . Just check and select
"Allow WEB authentication" in this menu in basic settings.

Smart Router and AP Management System M 0 Global config @ Health (")Reboot [ Sign out
& Overview Authentication settings
) Monitoring
0 o=
& Interface
&4 Router ays to allow Internet ac ARP bound ( directly surf the Internet
urf the Intemet
© Auth
7T Wireless
The system has Its ow

& Swich Exit authentication when closing the web authentication page
£33 Cloud Jump after successful web authentication

Web authentication any 4-digit account logi
= System



User access control: When it is enabled, can proceed to the next step of rule configuration, the user Internet access method
control will be automatically turned on .

Ways allow Internet access: Select the ways to the allow the users to access the Internet, " ARP binding users to access the Internet
directly ", "PPPOE users to access the Internet directly”, "Allow WEB authentication to access the Internet”, "Allow WEB automatic
authentication to access the Internet” .

ARP-bound users directly surf the internet: Users whose IP and MAC addresses have been bound can access the Internet directly;

PPPoE users directly surf internet: Users who dial up to the router using the PPPoE protocol can access the Internet only after passing
verification;

Allow WEB authentication: Only users who have logged in through web authentication information can access the Internet ;

Allow WEB automatic authentication: Users will be authenticated when they connect to the router for the first time. No need to authenticate
it again before the router is restarted.

Generally, if the authentication way is WEB (page) authentication, please check "Allow WEB authentication” and "Allow WEB
automatic authentication”. "Allow WEB authentication" is to enable the WEB page portal to pop up normally, and "Allow WEB
automatic authentication" means that when the terminal connects to the original network within the MAC aging time range, no
need to fill in the account and password authentication.

WEB authentication type : The system comes with WEB authentication. Select "Allow WEB authentication" or "Allow WEB
automatic authentication" in the authentication method. The terminal connected to this network in the LAN will pop up the
following portal:

ch 3T iEiA English

Accounts Login

) Remember infarmation ) Automatic login

password Register account

Administrator Contact Information

Phone:

The system has its own web authentication configuration:

Exit authentication when closing the WEB authentication page: Disable or enable
Jump after successful WEB authentication: Disable or enable
Log in with any 4-digit account via WEB authentication: disable or enable.



The system has its own web authentication configuration
Exit authentication when closing the web authentication page
Jump after successful web authentication
Web authentication any 4-digit account login

Advanced setting

* Advance notice of user account expiration (days) — 7 5
Session survival timeout (minutes) 0 +
Mac autommatic authentication aging time (hour) — 48 H

Interface authentication free
Save local authentication log to USB flash disk

The user resets the time length regularly during the packet
Cancel medification Save configuration

Advanced Setting

Advance notice of user account expiration (days) : How many days should be set to start pushing expiration notifications before the account
will be expired

Session survival timeout ( minutes ) : How long does it take for a user to be detected online and then forcibly re-authenticated, the
maximum is no more than 1440 minutes;

MAC automatic authentication aging time ( hours ) : 0 means no aging;

Interface authentication free : Select an interface that can access the Internet directly without authentication. The interfaces can be
distinguished by wired and SSID.

Save local authentication log to USB flash disk : log file path /auth_log/ ;

The user resets the time length regularly during the packet : this is the settings for hour by hour users, when a package is sent, the users is
scheduled to clear the remaining time and then restart a new package.

5.2.2 Auth Free

Authentication free method

By using methods such as internal IP, domain name, external IP, MAC, etc. for authentication free access, user can directly access
the internet without any authentication.
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1. Based on domain name
If any authentication method is enabled , the terminals in the LAN will fail to access all URLs. However, the domain name is added
in here will not be blocked when the terminal accesses it, and it can be directly access. The format of the domain name is added in
must comply with the standard format and cannot be filled in arbitrarily. Only one domain name can be filled in at a time in the
input space. If there are multiple domain names will be configured in the whitelist, please add a few more rules. If there are
whitelist domain names that need to be deleted in batches, check and click "Batch Delete" to confirm. Please note that the
deleted domain names cannot be restored.
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2. Based on intranet IP
Release the whitelist of user IP addresses within the local area network. For example, if the IP obtained by the mobile phone at
this time is 192.168.1.101, after the system turns on the authentication function, the terminal with IP 1.101 will be allowed to
access the Internet without authentication. Users in the whitelist are displayed as "Allowed" in the "User List" and "Internet Status”
of the host monitoring. When adding an intranet IP, it can be either a single IP address or an IP address segment. If you need to
delete one or some intranet IP whitelists, check it then delete it, or click "Batch Delete".
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3. Based on external IP
Similar to making a whitelist based on domain names, if you need to make a whitelist for external IPs, just fill in the external IP
addresses that need to be released in this menu. The input box supports filling in a single IP or a certain IP segment. If you need
to delete the external IP whitelist, please check it first, then delete or batch delete it; If you need to modify the filled IP address,
revise it in the list operation bar.
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4. MAC-based
Because the intranet IP address often changes due to the terminal user disconnecting and reconnecting, the whitelist based on
the intranet IP is not effective. As a result, the whitelist based on the MAC address was born. The MAC address here refers to the
MAC address of the terminal, which will not change. Similarly, the terminal users filled in the MAC whitelist can be allowed to
access the Internet without authentication. If you need to delete the MAC address whitelist, please check it first, delete or "Batch
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Screen

Based on domain name: filter by domain name;
Based on intranet IP: filter by intranet IP range;
Based on external IP: filter by external IP range;
MAC-based: Filter by MAC address range.

Screen display list

Based on domain name: Display all domain names that are exempt from authentication or that meet the conditions for filtering;
Based on intranet IP: Display all intranet IPs that are exempt from authentication or those that meet the conditions;

Based on external IP: Display all external IPs that are exempt from authentication or those that meet the conditions;

Based on MAC: Displays the MAC addresses of all devices that are exempt from authentication or that meet the filtering criteria.

5.4.3 Page Management

This function is to view or modify all authentication related pages .
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Administrator contact information
Used to provide administrator contact information so that customers can contact the administrator when their account expires or

they cannot access the Internet.
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Authentication page
Supports view (preview), download, upload, and restore default operations for the following page types:
1. Web authentication page;
2. Account expiration advance notice page;
3. Notice page blocking Internet access;
4

Notice page of Internet expiration;
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5.5 PPPoE server

PPPoE function is required in the network configuration and it serves as a PPPoE server, please set it here.
PPPoE Server
PPPOE server settings, enabled by default .
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PPPOE server status: Generally, the system turns on the PPPOE server by default. If it is disabled, the PPPOE user will fail to dial;



PPPoE server IP: The address of the PPPoE server. PPPoE users can access the server settings WEB login page through this
address. If the PPPoE server address of the lower-level device is the same as the upper-level server address, please modify one of
the address to avoid conflict;

PPPoE server mask: The mask address of the PPPoE server, which can be modified according to environmental requirements;
PPPoE server IPv6: If the IPV6 function of PPPoE is required in the environment, the IPV6 address can be configured here.
Generally, the default address can be used. If there is an address conflict, please modify it as needed;

Advanced Settings

Allow any server name to access: If this function is enabled, the server name filled in by the client during dial-up will not be
verified. Otherwise, the server name needs to be verified.

Only PPPOE access is allowed: After it is enabled, only users who dial up via PPPoE can access the router and surf the Internet, and
only the PPPoE server address can be used to access the router WEB interface. If the LAN port IP is used, the router WEB interface
cannot be accessed;

Preferred DNS server: The DNS server address assigned by the PPPOE server to the client;

Alternate DNS server: The DNS server address assigned by the PPPoE server to the client.

Idle detection time (seconds): After the set time, if there is no data communication between the client and the server, it will start
to detect whether the client is offline. The default value is 3 seconds, and the range is 3-180;

Disconnect if request error: How long time of the detection requests are not responded before disconnection, fill the time here, if
the client has no data communication response in this time, its connection will be disconnected. The default value is 3, and the
range is 3-180 seconds;

Authentication method: Different authentication methods can be used for different application environments. For general PCs,
PAP mode is used. If a lower-level router is used for dialing, can check all authentication methods;

Log in with any account: After enabling this function, please do not check the MS-CHAP v2 encrypted authentication in
"Authentication method". Then the server will no longer accurately verify the dial-up account information of the terminal, and the
user can pass the authentication by entering any account and password.

Login with any account: Allow login but prohibit Internet access, this function can be enabled or disabled as needed only after the
authentication account login function is enabled.

5.6 PPPoE Limit Group

Divide users into PPPoE groups and set speed limits for the PPPoE groups.
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Speed limit group list

Display all speed limit groups;

Add: Add multiple PPPoE speed limit groups, which are generally used to distinguish different types of users, making it easier to
perform bandwidth restrictions or access restrictions on different types of users.



* Group name

* IP address
* Subnetmask 2557552550
IPrange 0.0.0.1-0.0.0.254
DNS server
Up speed(KB)
Down speed(KB)

Custom speed limit

Group name: Notes and description of the group, so that managers can easily understand the difference between groups;

IP address: Set an IP address for the group;

Subnet mask: Set the mask corresponding to the IP address of the grouped network segment;
IP range: the available IP range calculated by IP address and subnet mask;

DNS server: Set an independent DNS server for this group, otherwise it will be automatic.

Up speed (KB): The upload speed limit of users in this group;

Down speed (KB): The download speed limit for users in this group;

Custom speed limit: Can set different speed limits for different time periods based on custom time.

* Up speed(KB)
* Down speed(KB)
* Weekly time

* Daily time

Batch Delete: Batch delete the selected speed limit groups to be deleted.

Giobal co

i Oveniew

Authentication settings r  PPPoE limit group setting
& Monitoring
PPPPOE limit group
Group tisers inlo PPROE groups to set the speed limit for PPROE group
& Interface . 5
| Speed limit group list
& Router Maximum number of supported configurations 1024
Index Group name IP address Subnet mask IP range DNS server
@
Auth
1721611 - 17216125
1 Nospeed it 1721644 255.255.255.0
T Wireless
= 2 1M 172.18.101 e e
254 :
& Switch
17218201-1721620
= 3 20M 255.255.2550 &
& cloud 254
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= 4 M 17216301 255.256.265.0 . E
= System b
1721850 1 - 17216 50
a 5 50M 17216601 2552562650 -
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Total 6
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Add 1 Baich delete

Operation
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5.7 Radius Settings

The system's built-in standard RADIUS protocol can be connected to the standard RADIUS server on the market for authentication
and billing

SMIB WI-Fi > Smart Router and AP Management System M _ {) Globalconfig @ Health (")Reboot [ Sign out

T Overview Radius setling

@ Moritoring
o Radius setting
& Interface State
L on s:ne(mﬁuufm
@ Auth
T Wireless
[ Switch
B Cloud
= System

Radius Settings
Intranet users are authenticated and allowed to access the Internet through the Radius platform .

= SMBWi-Fi > SmartRouter and AP Management System (M — { Globalconfig @ Health (")Reboot [ Sign out

i Overview Radius setting

2 Monitoring
o Radius setting
& Interface
& Router Authentication address
& Aur
i
T Wireless e
% Switch
sk
3 Cloud
= System Authentication mode e

State: Radius authentication is disabled by default. Can configure rules after enable it. After enabling, Please click "Save
Configuration”, otherwise the configuration parameters will not be saved.

Authentication address: The authentication server address and port of the Radius server. Keep it consistent with the information
provided by the server. The format is: 10.10.10.1:1812;

Billing address: The billing server address and port of the Radius server. Keep it consistent with the information provided by the
server. The radius server can be accessed through this address and port. The format is: 10.10.10.1:1813 ;

Offline port: The Radius server sends the offline command to this port. Please check the port number with the server when filling
in the form;

Communication key: Keep it consistent with the communication key provided by the server and need to be confirmed with the
server;

NAS identity: Enter the ID of the target server;

Network interface: that is, the interface from which the radius data goes out of the current system, such as LAN, WAN1, WAN2,
VPN1, VPN2, OVPN. Please specify multiple interfaces by English commas ", " to separate them;

Get user list: After enable it, the user account list will be obtained from the server. Only PAP encryption is supported;
Authentication mode: Please select the router itself or the Radius server for authentication. The speed limit issued by Radius
takes precedence over the local one.

75. Wireless

In this part, mean this device is work as AP controller, to manage the wireless access point.

6.1 AP list

Displays the AP devices that has connected or in connecting to the main device. Supports logging into the corresponding AP
management page through "Config" button in the AP list. In the AP list, can view information such as AP model, SSID name,
running time, remaining memory, etc.



= SMBWLFi > Smart Router and AP Management System M G © covciconfig  @Heath (HReboot [ Signout

., Overview APlist  Wireless us F D g sanaal T De

@ Monitoring

0 AP list

| creen

B Interface

= Router | AP list & Expart © Refresh

© Auth

T Wireless
2 switch Total 1 n 10/page Goto 1

& Cloud

= System

Screen
When there are multiple AP devices connected to the AP controller, can filter them by currently supported conditions to
accurately find the AP will be viewed

= SMBWi-Fi > Smart Router and AP Management System M — () Globalconfig @ Health (D Reboot [ Sign out

i Overview AP list

Monitoring

o AP list

| Screen

(Y

Interface

&= Router

Auth

| AP list + Export 2 Ref

P

Wireless

Switch y efaull APBE

3 Cloud

= System

AP List

Displays information such as SSID, current number of users, LAN IP, BSSID and online status of all current APs.

Migration grouping: The administrator needs to create AP groups first. If there are no groups, migration is not possible. APs
connected to the main device are summarized in the "Default Group". Administrators often group devices for easy management.
After checking the device, click "Migrate Group" - select the group name and submit.

Refresh: refresh the current list information display;

Export: export the current list information;

SSID name: can view the SSID information from “details” in below picture, the 2.4G and 5.8G wireless names are displayed
separately, as shown below:

Smart Router and AP Management System M 3 Global config @ Health (')Reboot [ Sign out

+ Ovenview AP list

@ Monitoring

[ Yo
B Interface

| Screen P ANID- H

QR eo No |
= Router | AP list ‘ % Expart  Retresh
@ Auth - ' e
it AP 162 18812 11724 AP anfig Reboot

% Wieless

4 »
& switch Total 1 n 10/page cota 1
(3 Clowd
= System

SSID name revise: Click “revise” in above picture to modify the wireless parameters of the current AP, such as device name,
basic wireless parameter and advanced parameters, add a SSID or delete the current SSID and other information;



* Device name

| Basic parameters

| AP advanced

| ssiD list

SSID order ssiD Encrypion

ssio WIFI6.-58G QR code Close

Cancel

Charset VLAN ID Operation

GBZ312 0

Current users : can view the detailed information of the current wireless connected users;

GConfig

Global config Health

st Oveniew APlist Group mana User management Device manager Syst
@ Monitori
2 AP list
Intertace | IP address MAC address SSID name Signal Intensity Connection rate Cumulative flow Current speed
Screen
Send out229 Mops Up 00 MB Upo 008
1921681213 CAEGSSIAMA0 TN 12d6m
& Router | AP list Receive:206 Mops Down: 0.00 ME Down.0.00 B o Aekesh
© Auh Inde n sn
V 24GWIFIB-2 4G / 1111111

1 Detaun Apo2s2. Detail Revise 192 16812 11724 BCFGEBBITA0 ARG QAX3000H250200013

T Wireless 5860 Detai
58GWIFIS-58C Detal Revise
‘
Total 1 . 10/page
3 Cloud
= System
Config: jump to the AP's WEB management page to configure or view AP parameters;
System state Basic Wi ARP list AC piatform client Network tools
| Device overview
CPU usage Free memary Wireiess users
19.9% 54.98% 24G:1 |/ 58G0
| Device info
Device name: AP626 Device madel: AP826
Device version: 25.03.08V Device sn:  QAX30008250200013

MAC address: BC.1F:64:B8:17:AS
Total memory: 386.04 MB

Run ime: O days, 00:09:25

System time:

Free memory:

Reboot: After clicking the Reboot button, the current AP will restart immediately.

2025-03-21 14:08:37

21225 MB

1 Operation

Config Reboat

Gola 1



Tips

Are you sure you want to reboot the device

6.2 Wireless Users

When a wireless user is connected to the wireless AP, can view the user's connection status in this menu. Screen and locate users
according to conditions. If the conditions are entered incorrectly, click the "Clear" button. In addition, the user list also supports
blacklisting of a host and exporting of the user list.

SMB Wi-Fi > Smart Router and AP Management System M lobal config @ Health Reboot [ Sign out
i Ovenview AP list Wireless u Wire Des emen DHCP defense
@ Monitoring
o Wireless users
Vi wireless user informal
B Intertace
| Screen >
= Router | User list Manual 2 Refiesh + Export
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< »
& switch
Tolal 1 n 10/page Golo 1
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= System

When there are multiple AP devices connected to the router, can filter users by currently supported conditions to accurately find
the user information that needs to be viewed for the current AP.

SMBWI.Fi > Smart Router and AP Management System M G ¢ covoicong @ Heath (YReboot [ Sign out

sha Qymaniew APllst  Wireless users Wil roan Template management Wi User m Device management  DHCP defense  System log
@& Monitoring
o Wireless users
Interface
| Screen
& Router Q Search ® Clear
© Auth | User list Manual 2 Refresh 2 Export
index Group name/Device name/SN= User Connecti Connection rate Cumulative flow Current speed Frequency band Operation
T Wireless .
Group name:Defauit
192 168 1213 Send out-229 Mbps UpOmMB Up0B
1 Deviee name APE26 nsity 44 dBm 246 More
= CAESS57T3A130 Receve 86 Mbps Daown 0 MB Down 08
& Sswitch SN QAX3000B250200013 Connection time 0 days, 00 10.05
4 L
F3 Cloud Total 1 n 10/page Goto 1
= System

User List
Export: Export all currently connected wireless user tables;
Refresh: supports manual refresh and automatic refresh at fixed intervals;
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More: Support operations on a single wireless user;
= SMBWFl > SmartRouter and AP Management System M — 0 Global config @ Health (*)Reboot [> Sign out
s (Overview Wireless users
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| Screen
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4 »
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ARP unique: Set the current mobile phone IP and MAC address as ARP unique binding. The binding result can be viewed in
"Router" - "Security" - " ARP List";

No authentication required: When the main device has enabled the authentication function, if want to set a wireless user as no
authentication required (whitelist), click this button to add it to the no authentication required list. The result can be viewed by
going to "Auth” - "Authentication settings" - "Auth Free" - "Based on MAC ".

6.3 WiFi Roaming

When this function is enabled, the terminal device can seamlessly switch between different wireless access points according to the

signal strength. To improve the roaming effect, please try to use the seamless roaming function in wireless APs with the same

hardware platform or solution; Please turn on 802.11k, v, and r at the same time for better performance

E= SMBWIiFi > Smart Router and AP Management System M _ 1} Global config @ Health (')Reboot [ Sign out
T Overview wifi roam
@ Monitoring
0 wifi roam
E Interface " "
| Intelligent roaming configuration
& Router 2 4Gintelligent Roaming 8Ginteligent Roaming
802.11k Fast roaming (D)
T Auth
g02.11v Fastroaming (D
T Wircless 802.11r Fast oaming (D)
R3S based delection
E switch «©
Trigger roaming RSSI threshold(dBm)
@ cloud
Rate based detection
= System Cancel modification Save configuration

Intelligent roaming configuration

Trigger roaming RSSI threshold: Switch the wireless roaming based on the signal strength of the wireless terminal. If the trigger
roaming RSSI threshold is set to -70 and the terminal signal strength is -80, the system will automatically disconnect the wireless
network and switch the terminal wireless network to a wireless network with better signal strength. The signal strength range is -
95 to -50, and a value of 0 means that signal strength detection switching is not enabled;



= SMBWFi > Smart Router and AP Management System M _ 4 Globalconfig @ Health (')Reboot [5> Sign out

v e wifi roam
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o wifi roam
B Interface -
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Based on rate detection: The principle is the same as RSSI threshold signal strength detection, but the standard is different. The

setting range of rate detection is 0-99. Generally, you can refer to the default value.

= SMBWI-Fi > Smart Router and AP Management System I _ { Globalconfig @ Health ()Reboot [ Sign out
I, Overview —
) Monltoring
o wifi roam
Bl Inlerface

| Intelligent roaming configuration

802.11k Fast roaming ‘j

[ Auth

802,11y Fast roaming (@D
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= Switch

Trigger roaming RSS! thy 0
Cloud
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5.8G also supports the same configuration. Generally, it is not recommended to set up detection for 5.8G smart roaming.

6.4 Group Management

Add an AP group. After adding the group, can choose to group the devices on the AP management page for easier management.

By default, there is only one "default group" and all connected APs belong to this group.

SMB WI-Fi > Smart Router and AP Management System (M {} Globalconfig @ Health (')Reboot [ Sign out
£ha, Quendiew Group management
2 Monitoring

o Group management
B Interiace

| Group list + Add

&4 Router Maximum number of supported configurations
@ Auth :

i faul 6 E Tibes
T Wireless oo frem R
£ switch
F3 Cloud
= Ssystem

Group List
Add different groups on this page to manage APs in groups (the default group is used when the AP is connected for the first time)
Add: Create a new group.



*Groupname 123

Group Migration Demo

1. Please go to Group management, click Edit member:

Smart Router and AP Management System M 2 [> sign out

P
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Overview

AP list wifl roam  Group management  Template management Wireless settings User manage Device managemen!  DHG
Monitoring
Group management
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Interface .
| Group list + Add
Router Maximum number of supported configurations 128
index Group name Corresponding device Operation
Auth
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; Total 2 . 10/page Goto 1
Switch
Cloud
System

2. Select the device to be operated and click Migration Grouping:

Default Member
| Member list

B index Device name IP address Device sn Operation

= 1 APE26 162 16842 11 QAXI000B2E0200013

3. Select the group name this wireless AP will be migrated, click OK to finish it.

Migration grouping

Current device AP626

* Group name |
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The existing group names can be revised and deleted, click OK to modify or delete group

Revise

“Group name 123

Tips

Are you sure you want to delete 123

6.5 Template Management

Template refers to the template formed by configuring preset parameters for wireless AP. The parameters will be sent to the AP
devices are connected. There are 2.4G templates and 5.8G templates:

6.5.1 2.4G Template

Smart Router and AP Management System M lobal config Reboot [ Sign out

i Overview APlSt W
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@ Monitoring 24G template
2.4G template
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& Router Maximum number of supported configurations 64
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Template List
The maximum number of supported configurations varies depending on the model and is displayed with restrictions.
Add template

* Template name
| Basic parameters
| AP advanced
| ssiD st v
SSID order>  SSID Encryption Charset> VLANID:  Operation
SSiD1 oS GBa3nz
SsiDz i GBzIn2
ssioa - . . Gezaiz
£ - - Gazaz
SSi08 = s GB2312
SSID6 Gazne
ssip? B2tz

Ssi08 = 3 GB2312

Sencal n

Template name: name the template to facilitate differentiation among many templates;
Basic parameters: The settings need to be checked first before choose to configure the corresponding basic parameters.

* Tempiata name

| Basic parameters

L] Channel  Aulomatic
] Bandwidth  20MHz
] * TxPower

a Timed reboot * Weekly

Every day

| AP advanced

| SSID list

Secon

Channel: Select the default wireless channel for this template. The template channels for 2.4G and 5.8G are inconsistent;

Bandwidth: Select the bandwidth for this template, 20MHz or 20/40MHz;

VHT BandWidth: The high throughput bandwidth for 5.8G;

TxPower: the wireless transmit power setting of the wireless AP, with an upper limit of 100. When setting this value, please consider the
installation distance and gap between APs. If the distance between adjacent APs is close and the transmit power values are high, it is easy to
cause poor wireless effect as Wi-Fi interface.

Timed reboot: The AP that receives this template will automatically restart according to the set time. Please fill in the time after checking this
option. Please uncheck it If do not want to set this option;

AP Advanced: Advanced wireless parameter settings.



* Template name

| Basic parameters.

| AP advanced

-] Wiraless network Closs @ Open
B Network mode  11big/n/ax mix

@ Tum off WiFi indicator Enable @ Disable
] * Maximum users 128

@ * O LAN port VLAN ID 0

B © LAN2 port VLAN ID 0

Runmode  Ordinary

a
a Multicast ~ Close
a

AP isolation Enable

| ssiDlist

Wireless network: Can close or open the wireless function. Generally, the AP wireless function is opening by default. If the template is closed,
the AP’ s wireless function will turn off after successfully receiving parameters from the template. The performance is: When the wireless AP

automatically restarts; the users cannot search for the wireless name of the AP. Similarly, after the wireless state is changed from close to
open, the AP’ s wireless function will be enabled and the user can search for the wireless name and can connect normally;

Network mode: refers to the highest supported bandwidth. Generally, please use the default 11b/g/n/ax mixed;

Turn off WiFi indicator light: Can set the wireless indicator light on the AP hardware. If enabled, the AP wireless light will be on normally; if
disabled, the AP wireless light will be off.

Maximum users: refers to the maximum number of terminal users that can be accessed by the AP's 2.4G (or 5.8G)

LAN port VLAN ID: If the upper-level device has set a VLAN ID, please fill in the corresponding VLAN ID here;

LAN2 port VLAN ID: If the upper-level device has set a VLAN ID, please fill in the corresponding VLAN ID here. The ID here cannot conflict
with the VLAN ID above. If the AP hardware has a LAN2 port, configuring the LAN2 port VLAN ID will be effective.

Run mode: wireless performance mode selection, ordinary or enhance, ordinary in default.

Multicast: Enable or close multicast;

Close, the multicast function is closed and does not take effect;

Multicast-to-multicast can achieve the purpose of transmitting data to all target nodes at once or only transmitting data to specific objects;
Multicast to unicast is generally used in multicast videos to make the video smoother;

AP Isolation: Enable or disable AP isolation;
SSID List: Configure wireless name and related parameters.

Templale name
| Basic parameters
| AP advanced

| ssiD list

If SSID will be modified, please check the SSID and click "Config" to set the corresponding parameters:



SSID1 Config

ssio [ m|

Charset GB2312 Hide Isolate
Encryption
ERQE (PRES)
Speed imitmode ~ Close
Maximum users
VLAN ID

Balance model  Close

Cancel

SSID: Set SSID (wireless name). Wireless terminal users can use this name to find the wireless network and connect to it. The
naming rule is 1-31 characters, letters, numbers and _-!@#$%"&*().;

Charset: Generally, the default is GB2312. If the SSID contains Chinese characters, please select UTF-8 charset if mobile phone or
tablet terminals will be accessed. If the SSID does not contain Chinese characters, can directly select GB2312 encoding.

Hide: The wireless network is hidden, and the terminal will not be able to search for the wireless name;

Isolate: After submitting, terminal users of APs in the same network segment cannot access each other;

Encryption: whether to enable wireless encryption mode;

Disable: The terminal user can connect to the wireless network without Wi-Fi password.

Enable: The users should enter the corresponding Wi-Fi password before connecting to the wireless network

WPA algorithm: supports AES, TKIP, TKIP/AES algorithm type selection, generally uses the default AES encryption

SSID1 Config

Charset GB2312 Hide Isolate
Encryption (@D @ Support WPA3 encryption

* Wi-Fi password

WPAalgorithm |

Advand]
AES

Maximum users TKIP

vanip | TKiPaes

Balance mode! Close

Cancel

Maximum users: The maximum number of users that the AP device can support to connect. 0 means no limit.
VLAN ID: The range is 0-4080;

Balanced mode:

Close: No balancing mode is used between APs;

User Balanced: APs are evenly allocated according to the number of users;

Signal balance: APs are evenly distributed according to the terminal signal strength;

Flow balance: APs are evenly distributed based on traffic usage.



Template List Operation

8SID1 Config

Charsel | GB2312 - Isolate

Encryption
G ()
Speed imit mode  Close
Maximum users
VLAN ID

Balance model | Close

Ciose
User balance
Signal balance

Flow balance

Supports template operations, including Revise, Bind AP, Delete
Revise: refers to modifying template parameters. Including template name, basic parameters, AP advanced parameters and SSID. After
modification, click OK save. The modified template will be automatically sent to the bound AP device. Generally, the AP will automatically

restart.

Template name

| Basic parameters

| AP advanced

| ssID list
B ssiDorder:  SSID Encryption Charset
@ ssof 66666555 QR code

ssie

Operation

Moo n

Bind AP: Bind the current template to wireless AP, check the AP model to be bound, click OK to submit;

Please select the AP to bind
Viewbygroup Al

Select all Setect Invert

APB26

Delete: Delete the template. After deleting the template, the parameters that have been sent to the device will not be cleared. The APs that
are connected later will NOT receive the parameters of the deleted template, and the deleted template cannot be restored.



Tips

) Ave you sure you want io delste 123

cancel

Clear: clear the parameters configured in the template.

Tips

Are you sure you want to empty the default template

6.5.2 5.8G Template

The 5.8G template setting process is the same as the 2.4G template setting process. Please refer to the 2.4G template
configuration for 5.8G template settings. It should be noted that after the 2.4G template is created, it will not automatically
synchronize parameters to the device. The device needs to be bound, and the 2.4G template only synchronizes 2.4G parameters
to the device, and will not automatically synchronize 5.8G parameters.

6.6 Wireless Settings
Including 2.4G settings and 5.8G settings
6.6.1 2.4G Wireless Settings

On this page, can modify the 2.4G wireless parameters of the online AP
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Screen
Filter out APs by specifying conditions. If the filtering conditions are incorrect or need to be modified, click the "Clear" button to
clear the selected conditions;
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Device List
Batch modification: Check the APs in the list and click Batch Modify to modify the parameters of the selected APs in batches. If
the device has received the parameters sent by the template, modifying the parameters (including batch modification or single

modification) will not affect the reception of the parameters by the modified APs.

SSID1 Config
“SSID  ks24g
Charset UTF-8 Hide Isolate
Eneryption

Advanced settings (only supported on some devices)

Config: To modify the wireless parameters of the online AP device, please select the parameter item will be modified, input the
parameters based on request.

Refresh: Refresh the current AP list.

Revise: Modify the parameters of the selected AP separately.

Group name  Default

*Device name  AP626

| Basic parameters
| AP advanced
| ssiDlist
Asd
SSID order Password:  Charset:  VLANID:  Operation
Cont

SSIDY 0 Close: GB2312 0
Detete

Config
1m
Delete

e n

Scan nearby AP: Scan the SSID, MAC addresses, channels and signal strength information of all nearby wireless signals;



Wireless scanning near AP

| AP626 List of nearby AP sites (2.4G)

6.6.2 5.8G Wireless Settings

The wireless settings of 2.4G and 5.8G are basically the same, please refer to 2.4G wireless settings to set the 5.8G wireless. Before
configuration, please confirm which wireless(2.4G/5.8G) is set.

6.7 User Management
6.7.1 Online black and white list

Allow or block wireless users by MAC address.

= SMBWiFi > SmartRouter and AP Management System ‘M { Globalconfig @ Health ()Reboot [ Sign out
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& Router Filtering mode @ Ciose Allow the following clients Block the following clients.
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Online black and white list

Filtering method: Setting the filtering method for wireless user MAC;

Close: Close the filtering function, and all the users are connected to this router can be used;

Allow the following clients: Enter the corresponding client MAC address. After the Allow the following client filtering mode is
turned on, the filled MAC can connect normally, and the unfilled MAC address can not allowed to access;

Block the following clients: Enter the corresponding client’ s MAC address. After the blocking the following client filtering mode
is turned on, the filled MAC will not be able to connect to the wireless network, and the unfilled MAC address can pass.

When the mobile phone uses multiple virtual MAC addresses, if MAC1 used by the mobile phone to connect to SSID1 is listed as a
blocked client here, the wireless connection cannot be successful; if the mobile phone is connected to SSID2, the mobile phone
may use MAC2 address to access the network. At this time, MAC2 is not blocked, and the terminal can connect to the network
normally.

MAC address List

eI =

List item

FF FF FF FF FF FF

Cancel
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6.7.2 User access log
When wireless users online or offline, the user access log records are displayed.

State
A switch to enable or disable users logging record. If logging is enabled, the corresponding operations will be recorded.
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Screen
Filter device name and MAC address by specifying conditions. If the filtering conditions are incorrect or need to be modified, click
the "Clear" button to clear the selected conditions.
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Log List

Displays the online and offline log records of all wireless users

6.8 Device Management

On this page, set the reboot, default recovery, upgrade and other operations of the AP device
6.8.1 Device Management

Screen

Filter out AP devices by specifying conditions. If the filtering conditions are incorrect or need to be modified, click the "Clear"
button to clear the selected conditions.
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Device List

Displays all AP corresponding information.

Check the corresponding device in device list, can delete, restore to default, reboot, upgrade firmware, timed reboot operations
for the device. To upgrade the device version through this page, pls upload the firmware of the AP through the version
management button first.

Version management
Systom usable memory” 341.08 MB (Frobably, the memory may be used as a cache)
s “pan
Index Device version Operation

1 APS26/and-2503 05Vvue AT einte

If there are many APs in the device list, can also use the up and down buttons in the following figure to filter APs and select
multiple APs at once for operation

Index Group name® Device name Device sn IP address Device model Device version State Timed reboot Reboot time
1 NaEE APB25 APB252520817898238 192.168.126.21/24 APE25 2504 0BV In-line Close -
ﬂ AT APB25 APG252520817898235 192.168 126.2024 APG25 25,04 08V n-ine Close
ﬂ DaE APB26 QAXID00B250200013 192 168 126.19/24 APE26 25.04 0BV an-hi Close

Totat 3 - 10/page Go 1o 1

6.8.2 Demonstration: AP upgrade process

1. Upload firmware:

Veersion management

System usable memory 341 88 MB (Probably, the memory may be used as a cache)
| selec I | Upkoad frmware Batch delete

Index Device version Operation

1 APB2Enand-25 03 0SV-ve-aivd tne eicte

2. Select the firmware version will be uploaded:



Upgrade device

| setect version

Timed upgrade

3. The upgrade is successful, please waiting for the automatic restart:
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6.9 DHCP Defense

This function can effectively prevent the wrong IP caused by multiple DHCP servers. If there are other DHCP servers in the LAN,

the terminal user may get an incorrect IP address. Please enable this function and set the device to join the DHCP server.
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DHCP server defense
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© Auth
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Switch
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Cloud

System

DHCP Defense

DHCP server defense: Enable or disable, generally disabled by default;

DHCP server of this device: join or not join;

Add: This device will provide DHCP service to the terminal device;

Not join: This device will not provide DHCP service to terminal devices.

Trust Other DHCP servers: Can add other trusted DHCP servers, which can also be used normally when the defense function is
enabled.

6.10 System Log

Displays logs generated in wireless management, such as parameter delivery logs.
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Screen

Search: Start filtering to list display;

Clear: Clear the previous filter conditions.
Log List

Refresh: refresh the log display information;
Delete: Delete all log information.

+. System

7.1 Remote Maintenance

Enabling this function will generate a link for remote control of the device. Can use this link to remotely control the device. After
entering the account and password, can login the WEB management page to debug the device.

Manual Application

That is, manually apply for a control link .

Apply now : The page will automatically generate a control link, can go to the management page of the device by accessing the
link. It should be noted that the default account does not support the application of control link generation. Please change the
login password of the router first. The new password cannot be admin ;

Refresh: refresh the current connection status;

Remote control status: Displays whether the current control application is enabled or disabled.

Automatic application

When the device is restarted, the original application link will become invalid and a new generated link will be needed. At this
time, the automatic application function is needed. The automatic application function is disabled by default and needs to be
enabled before the rules can be configured;

Device ID: Fill in the device name or other identification for the control link application to facilitate identification when receiving;
Push to mailbox: When the device restarts, the updated application control link is sent to the specified mailbox;

Timing send mode:

Close : In this state, the application control link will be sent to the specified mailbox only after this rule is saved;

Running interval : When the device runs to the time set here, it will automatically send the application control link to the specified mailbox;
Fixed time : Specify the time to send the application control link, and the link will not be sent actively at other times.
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Timing send mode @ Close Running interval Fixed time

Cancel modification Save configuration

7.2 Access setting

Set the access right of the router web interface, including the modification of password and the opening and closing of remote
access function
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HTTP access port: The port used by the local area network to access the router. The default value is 80;

Auth notification port: 0 means the same as the management port;

Remote access: Enable means activating remote access. After activation, the router WEB control interface can be
accessed in the WAN, which is convenient for administrators to perform remote maintenance. It is disabled by default;
Access source restriction: The filled address will not be able to access the remote address of the system;

Admin Password:

A custom administrator password , which has the highest management privileges for the router ;

By default, there is no need to set or modify the account in this system, and the account is always “admin” by default ;
To change the password, directly enter the new password in "Admin Password", then enter "Admin Password
Confirmation” and "Original Admin Password", and submit to complete the change.
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Guest account: A guest account refers to an ordinary administrator account. The ordinary administrator account does
not have the highest authority, so the owner of this account can only view the system configuration and has no authority
to operate and modify the system.

After enabling the guest account, please enter the "Guest Password" and "Guest Password Confirm" and save
configuration to finish it.

7.3 Router Name

Routing parameter information configuration.
Router Name
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Entry name: The name of the entire network to be built with our equipment;

Device name: the name of the device currently in use;

Host name: The default is SMB Wi-Fi, which generally does not need to be modified or defined;

Intranet domain name: Intranet users can log in to the device management interface through this domain name.

The above names can be modified manually. There is no need to modify the parameters and just keep the default values.

7.4 Configuration Management
7.4.1 Backup and Import

The router configuration parameter data can be saved so that the router can be restored to the previous configuration state in
time if problems occur after debugging . Please noted that the device will automatically restart after importing the parameters.
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Backup device configuration information
If want to back up parameters, click the "Backup” button and the parameters will be downloaded to the browser. Please view or
move the downloaded files in the "Download"” menu.

Import device configuration information

If the device needs to restore parameters after being restored to default, click "Select” to select the saved parameter file, and then
click "Import". The device will automatically restart after the parameters are restored .

7.4.2 Restore factory setting

Restoring the factory settings will delete all current configurations. If there are useful configurations in the current system, please
export the current configurations in backup before restoring the factory settings.

Tips

Are you sure you want to restore the default

parameters

7.5 Device Restart
7.5.1 Device Restart

Manually restart the device in the software. Restarting the device will not clear the configured parameters. The network will be

automatically disconnected during the device restart process . Please operate it with caution.
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7.5.2 Timed Restart

Turning on this feature will schedule to restart the device at the set time. It is recommended to schedule a reboot in the early
morning or when no one is using the network. Scheduled reboot is disabled by default and can only be created after it is enabled.
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Timed restart

Scheduled reboot: confirm whether the rule is enabled or disabled. When the scheduled restart status is disabled, the scheduled
restart rule will not take effect.

Mode:

Running days : When the system runs for the set number of days, the device will be restarted at the specified time on that day;

Fixed time : Specify a fixed restart time, day and hour of the week .

After setting the scheduled restart rule, please be sure to save the configuration, otherwise the rule will not take effect.

7.6 System Upgrade
7.6.1 Local Upgrade

When there is a new firmware that needs to be upgraded or downgraded, select local upgrade. After select the firmware, click "
Upgrade Now " and wait for the firmware upgrading to complete; " Upgrade Later " means that the firmware will be upgraded
only when the device is restarted (software restart or power off restart). To upgrade the firmware later, please select the upgrade
firmware and click Upgrade Later.
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7.6.2 Apply feature library update

The settings to update the application recognition feature library
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Manual Update

Module manage: The default state feature library module is automatically loaded and used. If you click "Uninstall module®, the
identification rules involved in policy routing, flow control settings, etc. will no longer take effect, and the terminal host
applications will not be identified;



Apply feature version: Displays the version date of the current signature database. Click "immediate detection". If the service
provider has updated the latest signature database version, can update it to the latest version. If there is no content in the update
list, it means that the latest version is currently used.

Updatable list

Index Version Upload time Update deseription Operation

Update status: indicates whether the signature database is updated successfully;

7.7 System Time

The system time function is mainly used to configure the device system time, time zone, update time etc.
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System time

Set the device time.

Current device time : Displays the current real-time time of the device.

Mode

Auto: After the device is connected to the Internet, it will automatically update the time according to the selected time zone.
Manual: After the device is connected, update the system by specified time.
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Advanced Settings
Automatic update: Set the frequency of automatic update, that is, the automatic update time every few hours;
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NTP time server: supports manual selection, select the time server in which region to update the time, the default is the Asian time
zone;
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Specify interface: Select the specific external network line update time. If it is left blank, it means the default WAN port. If specify
multiple interfaces, please add English commas to separate them, for example: "WAN1, WAN2".



